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In its work, Manushya Foundation builds capacities on human rights monitoring mechanisms, sharing 
experiences, developing innovative strategies and strengthening solidarity; around various thematic areas 
of focus including Digital Rights. This is achieved by contributing to the promotion and protection of online 
freedom of expression and online privacy. To ensure local communities and local journalists are not 
subject to attempts to control the digital space, Manushya Foundation wishes to encourage governments 
to align their national legislation and policies with international standards. Similarly, Mansuhya would also 
like to lobby the private sector (particularly the ICT sector) to uphold digital rights and resist state pressure 
to control the internet. These are achieved through a strategy on Digital Rights with two objectives 
namely: 
 
1. Upholding Digital Rights - online freedom and data privacy - by advocating for national legal 

frameworks and business activities to comply with international human rights standards; 
2. Enhancing Digital Literacy & Safety by raising awareness and building the capacity of netizens to 

navigate the digital world safely. 
 
In Thailand, in accordance with the first objective of upholding Digital Rights, Manushya Foundation is 
advocating for a National Cybersecurity Act which would respect online freedom and data privacy of Thai 
netizens, in line with international human rights standards, while effectively tackling cyberattacks and 
cybersecurity threats. For that purpose, Manushya Foundation in collaboration with the Embassy of the 
Kingdom of the Netherlands in Bangkok launched a project to study the National Cybersecurity Act of 
Thailand to ensure that it protects critical infrastructure from cyberattacks, while complying with 
international standards and upholding online freedom in the use of information and communication 
technology. Along with the Thai Netizen Network, Access Now, Association for Progressive 
Communications (APC), and the International Federation for Human Rights (FIDH), a multi-stakeholder 
Experts Meeting was organised on 9 April 2019 with perspectives from various experts including a 
government adviser; political party representatives; academics; private sector representatives; national, 
regional and international civil society organizations; a media representative; United Nations (UN) agency 
representatives; and diplomats. At the Experts Meeting, recommendations were provided on 
amendments, and improvements in relation to the implementation and monitoring of the National 
Cybersecurity Act in order for it to tackle cyberattacks, while complying with international standards on 
online freedom and data protection. Global good practices which could serve as a guide for this process 
were also discussed. With a comprehensive analysis of the finding from the Experts Meeting, a Study on 
“Thailand’s Cybersecurity Act: Towards a human-centred Act protecting online freedom and privacy, 
while tackling cyber threats” was developed as a guide to Thailand, its institutions, its private entities and 
its netizens, to contribute to a strong policy and streamlined process of implementation and monitoring 
of the National Cybersecurity Act in line with international human rights standards. This will be evaluated 
and discussed by national, regional, and international experts on cybersecurity, data privacy and 
communications infrastructure at the launch of the Study on Thailand’s Cybersecurity Act at the Foreign 
Correspondents Club of Thailand (FCCT) on 23 September 2019. This Study will be launched with the goal 
that it would be used as the basis to propose amendments to the National Cybersecurity Act of Thailand; 
and once implemented, the Act will continue to be monitored by a multi-stakeholder Technical Advisory 
Group (TAG). 
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To realize its second objective, Manushya 
Foundation partnered with Internews on 
a Digital Literacy project, aimed at 
creating a network of Digital Literacy 
Trainers to increase the digital literacy of 
the broader Thai netizen community. 
During the workshops, the focus has been 
on three main areas, including knowledge 
on digital risks and threats, digital tools, 
and training ability. With the information 
and skills obtained through these 
workshops, and Manushya’s ongoing 
mentoring and technical support, these 
Digital Literacy Trainers have been able to 
pass this knowledge to many other peers 
and members of their communities, with 
a focus on training journalists, human 
rights defenders and activists, and 
marginalized communities. All can now 
protect themselves against cyberattacks. 
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Cyberattacks or cyber network attacks (CNA) have been on the rise in Asia and in Thailand, with a constant 
increase in its threat ranking based on the cybersecurity risks it faces.1 It was in these circumstances that 
the National Cybersecurity Act was developed in Thailand. While the purpose of the Act was met with 
support, it also faced strong opposition by civil society organizations (CSOs) and internet service providers 
(ISPs). Concerns were raised regarding the negative impact the Cybersecurity Act may have on Thai 
Netizens’ right to freedom of expression online and respect to their privacy. While recognising the 
importance of tackling cybersecurity threats, Manushya Foundation believed it was important to create a 
safe space to discuss among relevant stakeholders the challenges the Cybersecurity Act may present and 
the opportunities available for the application of a human rights-based approach to cybersecurity, in order 
to guarantee cyberattacks are tackled while respecting the online freedom of Thai netizens. For that 
purpose, Manushya Foundation promoted a strong multi-stakeholder and human rights centred initiative 
to discuss policy challenges and key amendments, and to develop an independent implementation and 
monitoring mechanism from these collaborative efforts. With the government of the Netherlands placing 
Cybersecurity readiness and resilience at the forefront of its national agenda; they have strengthened 
their cybersecurity capability to address their internet infrastructure dependency and the vulnerabilities 
faced as a result. However, while building such capacity they have also ensured to continue promoting 
freedom of expression and internet freedom in their efforts. It is in this background that this project was 
conceived and launched by Manushya Foundation in collaboration with the Embassy of the Kingdom of 
the Netherlands in Bangkok. 
 
This project analyses the text of the National Cybersecurity Act drafted by the Royal Thai Government 
(RTG). Through this project, focus was placed on guaranteeing that the Cybersecurity Act protects critical 
infrastructure from cybersecurity threats, while complying with international standards and upholding 
online freedom in the use of information and communication technology. Online freedom and privacy are 
specifically protected through international human rights standards and obligations, including United 
Nations (UN) human rights treaties, in particular the International Covenant on Civil and Political Rights 
(ICCPR) and UN recommendations generated through UN human rights monitoring mechanisms, such as 
the recommendations of the Universal Periodic Review (UPR) and through treaty body mechanisms 
specifically those of the human rights committee. Therefore, this project is also being implemented with 
a view to Manushya Foundation’s thematic focus and its expertise on UN human rights mechanisms, 
whereby it empowers communities to meaningfully contribute to UN reporting and monitoring 
mechanisms. Furthermore, with Thailand as the 2019 chair of the Association of Southeast Asian Nations 
(ASEAN), it has set cybersecurity as one of the priorities for ASEAN this year. With this the RTG hopes to 
reinforce cybersecurity at the ASEAN level, by playing a major role in implementing measures to overcome 
cybersecurity threats within the region. This highlights the importance of the Cybersecurity Act and its 
implementation in Thailand, as it could see the replication of the Cybersecurity Act with its positive and 
negative provisions in all countries, at the ASEAN level. 
 
This Study has been drafted with inputs received from the Experts Meeting on the Cybersecurity Act and 
it will serve as a comprehensive analysis on the findings of the meeting, with its recommendations for 
amendments serving as a guide to Thailand, its institutions, its private entities and its netizens, while 
contributing to a more streamlined process to the future implementation and monitoring of the National 
Cybersecurity Act in Thailand, in line with international human rights standards.  
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The methodology used in the research, analysis, and drafting 
of this Study on the National Cybersecurity Act of Thailand 
included both primary and secondary sources. Primary 
sources that contributed to the knowledge in this document 
include information gathered from the Experts Meeting on 
the implementation of Thailand’s Cybersecurity Act co-
organized with the Embassy of the Kingdom of Netherlands in 
Bangkok, the Thai Netizen Network, Access Now, and FIDH on 
9 April 2019, and through the contributions of Experts and 
participants at the meeting. This included challenges, 
amendments and recommendations identified and discussed 
during the event, with contributions received from various 
stakeholders and experts on digital rights, data protection, 
cybersecurity and critical infrastructure, including 
representatives from amongst government advisors, the 
private sector, civil society, academia, technical experts, 
national, regional, and international experts. These 
perspectives are divided based on the six main challenges 
identified, including: (1) the broad scope and definition, (2) 
problematic substantive provisions and failure to define 
them, (3) controversial control mechanisms (government 
bodies and agencies) under the Act, (4) powerplay in the 
application of the Act, (5) absence of checks and balances, 
and (6) failure to ensure remedies.  
 

This Study and the amendments follow the unofficial 
translation by the government, as published on the website of 
the Ministry of Digital Economy & Society on 8 July 2019.2 The 
Study was also informed by secondary sources through desk-
research analysing the international obligations, regional 
commitments, national legal framework, gaps and challenges, 
expert opinions, international and regional best practices, and 
recommendations provided including those from UN human 
rights mechanisms and entities, government notifications, 
intergovernmental bodies, submissions by civil society, 
private sector viewpoints, multi-stakeholder policies, news 
articles, reports, studies, and conferences. All of this 
information, has also been compiled into a zero draft Study 
that was used to inform the Experts Meeting of 9 April 2019.  

 

In this manner, this study aims at comprehensively evaluating the challenges that exist with respect to the 
text of the National Cybersecurity Act, providing a context for each of them, and proposing clear 
amendments to the text based on the international, regional and national laws and standards as well as best 
practices on digital rights and data privacy. In this manner, the Study provides an opportunity to identify 
textual amendments that can be used to serve as a guideline by members of parliament and political parties, 
to propose changes to the Act as adopted on 27 May 2019 in order to uphold international standards and 
regional commitments on online freedom and data privacy while tackling cybersecurity threats.  
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POPULATION: 66.19 million3 
HUMAN DEVELOPMENT INDEX (HDI): 0.7554 
NUMBER OF INTERNET USERS IN THAILAND: 57 million5 
LEVEL OF FREEDOM: 31/100 (with 0 being least free and 100 being most free)6 
LEVEL OF PRESS FREEDOM: Ranked 140 of 180 countries7 
LEVEL OF FREEDOM ON THE NET: 65/1008 
RISK OF CYBERSECURITY THREATS: 18th in the world9 
GLOBAL CYBERSECURITY COMMITMENT: 20 out of 164 countries (with 0 being highest and 164 being 
the lowest commitment)10  

 
Following a military coup in 2014, the military suspended the Constitution and set up a National Council 
for Peace and Order (NCPO) through which the military continued to govern the country.11 Although 
carried out with a claim to restore stability after a prolonged period of supposed political turmoil; it was 
accompanied with the partial suspension of the Constitution, the taking on of legislative powers,12 and the 
use of the absolute authority of the NCPO to issue orders and make appointments without any oversight 
over the activities.13 This authority exercised resulted in the closing of the civic space with limits placed on 
assembly and association14 in the form of gatherings considered to be political, on freedom of speech and 
expression particularly any form of criticism and dissent,15 including through the use of lèse-majesté law.16 
 
With respect to digital rights and online freedom, with a combination of cyber repression and social media 
manipulation, the tussle between politics and democracy continued both physically and online.17 Cyber 
repression is used in the form of restricting online content that is critical introducing a climate of fear and 
self-censorship, through the blocking or filtering of content on websites including under the Computer 
Crime Act (CCA).18 Individuals are also tried for these acts considered as cyber offences.19  
 
After more than four years of military rule, Thailand held its first election on 24 March 2019, during which 
it suspended some of the orders that have an adverse impact on the rights of individuals including the 
right to political gatherings but new orders that will take effect with any legislative oversight were passed 
by the NCPO right till the elections.20 Although having a record voter turnout,21 prior to the actual vote 
itself the political environment did not seem conducive to such an election with dissolution of the Thai 
Raksa Chart Party; charges against the leader and members of Future Forward Party under the CCA; and 
with the fairness of election laws, regulations and constitutional provisions coming into question.22 Also, 
unconfirmed reports of irregularities in voting came in from across the country, including with possible 
buying of votes in a number of provinces.23 Without free and fair elections, there is little chance that the 
country will return to a true democracy. Additionally, with shrinking of civic space and silencing of dissent, 
an overall violation of rights will most likely continue unabated.  
 
This can be understood better if an insight is provided into the domestic legal context and framework. The 
2017 Constitution24 in Article 32 establishes that everyone shall have the right to privacy, dignity, and 
reputation, with the abuse of personal information not being permitted unless provided by law and 
necessary for public interest.25 The Constitution also provides under Articles 34 and 36 the rights to liberty, 
and freedom of expression and communication.26 However, the liberty to express opinion can be 
restricted ‘for the purpose of maintaining the security of the State, protecting the rights or liberties of 
other persons, maintaining public order or good morals, or protecting the health of the people’.27 
Section 36 also limits the liberty of communication by prohibiting censorship, detention or disclosure of 
information, except by a warrant issued by a Court where it is provided by law.28 However, specific laws 
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are used to silence human rights defenders and dissidents voicing their concerns or undertaking their 
activities online. 
 
The laws misused in this manner are as follows: 
 
1. The Civil and Criminal Code of Thailand 
Restrictions are placed on the freedom of expression through Sections 116 of the Criminal Code on 
sedition, Sections 326 and 328 of the Criminal Code,29 and Section 423 of the Civil and Commercial Code 
on slander and libel30 are examples of this, through their addressing of the crime of defamation in broadly-
defined terms.  
 
2. The Computer Crime Act (CCA) 
While Thai law protects the access, interception and disclosure of communication in principle, it also 
provides certain exceptions by empowering government authorities under the regulatory framework of 
the Computer Crime Act of 200731 governing information technology service providers, specifically with 
respect to incidents which are believed to have an effect on national security.32 The amendment to the 
Computer Crime Act33 has raised concerns, as it allows the government unrestricted authority to limit free 
speech, conduct surveillance, and warrantless searches of personal data, as well as the ability to limit the 
freedoms to use encryption and anonymity.34 It also holds service providers of the Information and 
Communications Technology (ICT) sector accountable for the actions of users.35  
 
3. The Personal Data Protection Act36 
At present, beyond the Constitution’s provisions, Thailand does not have a general statutory law on data 
protection or privacy. The Personal Data Protection Act provides protection for personal data by restricting 
the collection, use, disclosure or tampering of personal data without the consent of its owner.37 It also 
includes provisions with criminal penalties and civil liability.38 The Act aims to regulate both data 
controllers and data processors, both within Thailand or outside of it that ‘collect, use or disclose’ the 
personal data of persons in Thailand regardless of their citizenship.39 It includes general protections such 
as obtaining consent specifically from the subject whose information is being collected prior to or at the 
time of collection, either in writing or through electronic means. This consent may be revoked, unless 
there is restriction on such revocation. In addition, the collection of data must be for a lawful purpose and 
be of direct relevance or necessary for the activities of the data controller. However, the person must be 
informed by the data controller of the purpose of the data collection; the data to be collected; the person 
to whom the data will be disclosed; the contact details of the person whose data is controlled; and the 
rights that he/she is guaranteed. The collection of sensitive personal data such as the political preferences, 
the medical records or the religious beliefs of a person in prohibited, unless it is permitted under the draft 
Act or by a ministerial regulation.  
 
The Act provides exceptions in the form of data collected to protect or prevent harm to a person’s life, 
body or health, or for the compliance with a legal requirement. The subject whose information has been 
collected may request to access data that has been collected or to determine the source of the 
information, where the collection has been done without the consent of the person. Deletion, destruction 
or temporary suspension of the use or anonymising of personal data may be requested where the data 
controller fails to comply with the provisions of this Act; and such violations may be subject to civil and 
criminal penalties. With respect to privacy and Cybersecurity, the Personal Data Protection Act only refers 
to cybersecurity protection as a limitation to the protection of data privacy in Section 41/4 and suggests 
that the Personal Data Protection Committee provide advice or consult with government agencies and 
private sector organizations on any operations to ensure the protection of personal data under Section 
16(9).40 However, this remains open to interpretation with no explanation on how cybersecurity 
operations that violate data privacy are addressed. 
 
Even in this political and legal climate, Cybersecurity is seen as an important issue as highlighted from the 
statistics above, due to the risk posed to Thailand by cybersecurity threats and cyberattacks, and the effect 
such cybersecurity threats and cyberattacks could have on the critical information infrastructure of the 
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country. This critical infrastructure, if affected, could damage vital systems and assets.41 To address this, 
it is essential that any State takes steps with respect to three factors including: (1) creating a legislative 
and policy framework; (2) developing cyber capabilities and the technical capacity of individuals in the 
country; and (3) building the political will to implement such legislation or policy with respect for the 
other international commitments of the country, including international human rights standards while 
tackling cybersecurity threats and cyberattacks; as will be analyzed below. 
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5.1.1.  Context 
 

At the outset, the National Cybersecurity Act 

(hereinafter referred to as Act) has challenges in the 

scope of its application and the definition of various 

aspects under the legislation, which is a violation of 

international law, that requires drafting of legislations 

to be done in a clear and narrow manner and not 

leaving too much to interpretation. The jurisdiction of 

the Act focuses on security and particular versions of it, 

such as ‘national security, economic security, military 

security and public order’, without clarity on the 

definition and configurations of those security 

measures. This contravenes with article 19(3) of the 

International Covenant on Civil and Political Rights 

(ICCPR) and the International Principles on the 

Application of Human Rights to Communications 

Surveillance (13 Principles), which permit limitation to 

freedom of expression, as long as those restrictions are 

provided by law, necessary and proportionate.   

 

The jurisdiction of the Act, and the terms used to define what 

the Act applies with respect to, how it is applied, who it is 

applied with respect to, and who enforces the Act are very 

broad and often do not take into consideration individual 

rights or international standards or human rights starting 

with the Preamble to the Act. The Preamble which sets the 

tone of the whole Act, broadly limits rights and freedoms of 

persons as provided for in the Constitution, without actually 

defining how far these limits will apply. Moreover, it states 

that the necessity to restrict rights is based on the need to 

protect, address and mitigate cybersecurity threats that 

affect national security and public order. National security or 

public order have not been defined, but it is often misused 

to guarantee the security of the State and the interests of its government; and public order is misused in 

all situations where an individual from civil society does anything that could threaten the State ‘interests’. 

 



 
 

14 

 

Both these aspects could be used to prioritize this misunderstood idea of cybersecurity and take actions 

to tackle cybersecurity threats under the Act, without considering the effect it could have on Thai netizens 

and the general public. This does not clearly explain how these limitations will apply and be used. In this 

respect, any limitation should be clearly provided so that its use can be anticipated and it should be re-

evaluated collectively with changes made according to developments with respect to technology and 

society. Moreover, to provide protection, it is essential that throughout the Act international standards 

and obligations that Thailand has committed to, are applied. 

 

a. WHAT does the Act apply to? Maintaining Cybersecurity and its understanding 
 

In Section 3, this Act addresses the security angle of Cybersecurity by primarily looking at its impact on the 

functions of the State, defining it as the risk posed to national security, economic security, martial security, 

and public order collectively. Therefore, Cybersecurity in this manner is seen to focus more on stability of 

the State, political security or maintaining political power, and less on protection of the constituents of 

the State from threats that are posed in the digital space.  

 

While broad in its scope, three gaps can be found in the failure to properly define the scope of 

Cybersecurity under the Act: 

(1) The security of individuals and netizens is completely ignored; 

(2) National security, economic security, martial security, and public order are not defined which leaves 

it open to interpretation. It is of concern specifically in the case of ‘national security’ that has been 

misused and led to the violation of human rights of individuals. This can be resolved by including and 

using it collectively with the security of individuals, including protection of their rights as a priority; 

(3) There has been no explanation on how a cybersecurity risk actually affects and threatens the digital 

ecosystem. Therefore, the effect on information and information infrastructure, specifically their 

availability, confidentiality and integrity42 must be taken into consideration. 

 

b. HOW the Act is applied? Methods of implementation 
 

Ambiguity continues in the Act, as processes must follow different rules or regulations that are not clearly 

explained in the Act. For example, a code of practice developed by the Cybersecurity Regulation 

Committee (CRC) serves as guideline for the implementation of the Act by different authorities as 

identified by Sections 3, 13, 22, 44, 45, and 56. Under this, the CRC is given broad powers to draft this code 

in any manner that it would like to, without any explanation on substantive or procedural checks and 

balances to protect individual rights. Therefore, it would be important to place safeguards by limiting it in 

substance to that which is necessary43 to achieve a legitimate aim and proportionate44 to the threat that 

is being faced. Procedurally, the guidelines must also be limited to apply only to the use of computer 

assets, communication structures and networks that the CRC has authority over; as set out in the Act. 

 

c. WHO does the Act apply to? Structures that are governed by the Act 
 

To meet the goal of protection in cyberspace, information assets and associated infrastructure essential 

to support the State, must be protected. This infrastructure called Critical Information Infrastructure (CII) 

does not have a single, commonly accepted, universal definition. It must instead be defined based on a 

country’s individual risk assessment that is based on the national context. However, Sections 3 and 49 of 

the Act provide an open-ended scope for identifying or designating CIIs. This results in four overall issues: 

 

(1) Broad understanding of the link between infrastructure and the key aspects to be protected: 

Identifying all computers or computer systems connected in any manner with national security, public 

order, economic security and public interest will allow for interpretation that could lead to misuse. 
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This is primarily because a link could be drawn between any infrastructure and the key aspects 

identified, which could result in all information infrastructures and their work being supervised or 

monitored. This can be resolved by narrowing the identifying of CIIs not just based on the link they 

have to a key aspect that must be protected, but by drawing a link between the damage to the 

organization and its resulting destructive impact on a vital aspect requiring protection. 

(2) Excessive power given to government authorities, without input of other stakeholders: The above 

identified broad linkage is specifically damaging because the categories of CIIs identified under Section 

49 are broad without clear examples provided and are left open ended, with the NCSC given discretion 

to designate any other organization as a CII. In this way, CIIs could be restricted by strict control 

exercised over them by primarily government bodies and agencies, and this could be used to crush 

democratic aspirations by forcing compliance on organizations that could be doing work the 

government does not agree with or that it could see as a threat to its retention of power. This can be 

addressed by requiring clearly identifiable characteristics, receiving input from other stakeholders on 

the criteria, limiting control to situations that would be considered legitimate in a democratic society, 

and by allowing for review of such criteria by an independent multi-stakeholder body. 

(3) Ignoring the impact on individuals’ privacy: The security and privacy of individuals from civil society 

and that of netizens continues to be ignored even in the identification of CIIs under the Act. Adding 

this to the Act will help resolve the gap this could cause. 

(4) Separation of powers: CIIs include both government agencies as well as private organizations. 

Government Agency have defined in Section 3 to include a whole range of government functionaries 

such as those that are part of the central government, regional government, local government, state 

enterprises, the legislative institution, the judicial institution, independent institutions, public agency, 

and other government agencies. With such a wide scope, there is a lot of opportunity for misuse, 

especially to gain control over the processes of judicial institutions or of legislative institutions. 

 

d. WHO enforces the Act? Authorities responsible for implementation and monitoring 
 

The Act sets up various bodies and agencies, assigning them roles and duties for the implementation of the 

Act, which are often broad and completely unregulated. Three challenges that exist with respect to this 

are: (a) authorities being given very broad power as identified above with respect to the identification of 

CIIs; (b) the same authorities perform multiple functions under the act by supervising and then regulating 

these rules, such as in the case of supervising or regulating organizations as defined by Section 3,  and (c) 

the absence of any independent monitoring of the power exercised by government authorities under this 

Act, for which the establishment of a multi-stakeholder entity that handles complaints on unfair 

investigations, monitors and evaluates performance under this Act is recommended. 
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5.1.2. Recommended Amendments 
 

Original Text 

(in sequential order) 

Suggested Changes, Deletions and Additions to the 

National Cybersecurity Act 

Preamble: This Act contains certain provisions in 
relation to the restriction of rights and freedoms of 
persons, which section 26 in conjunction with Section 
28, Section 32, Section 32, Section 34, Section 36, and 
Section 37 of the Constitution of the Kingdom of 
Thailand so permit by virtue of the law.  

 

The rationale and necessity to restrict the rights and 
freedom of a person in accordance with this Act are to 
efficiently protect cybersecurity and to establish 
approaches to protect, cope with, and mitigate the risk 
of cyber threats which affect the national security and 
public order. The enactment of this Act is consistent 
with the criteria prescribed under section 26 of the 
Kingdom of Thailand. 

Preamble: This Act contains certain provisions in 
relation to the restriction of rights and freedoms of 
persons, which section 26 in conjunction with Section 
28, Section 32, Section 32, Section 34, Section 36, and 
Section 37 of the Constitution of the Kingdom of 
Thailand so permit by virtue of the law, and subject to 
international standards and obligations applicable to 
the Kingdom of Thailand, both online and offline while 
having to respect human rights and technological 
innovation. 

 

The rationale and necessity to restrict the rights and 
freedom of a person in accordance with this Act are to 
efficiently protect cybersecurity and to establish 
approaches to protect, cope with address, and 
mitigate the risk of cyber threats which affect the 
national security and public order. The enactment of 
this Act is consistent with the criteria prescribed under 
section 26 of the Kingdom of Thailand. 

 

However, this Act shall only limit rights and freedoms 
through standards that are clear and precise in order 
to foresee the application of the law in advance, with 
periodic review of these limitations through a 
collective and participatory process. 

Section 3: In this Act “Maintaining Cybersecurity” shall 
mean any measure or procedure established to 
prevent, cope with, and mitigate the risk of cyber 
threats from both inside and outside the country 
which affect national security, economic security, 
martial security, and public order. 

Section 3: In this Act “Maintaining Cybersecurity” shall 
mean any measure or procedure established to 
prevent, cope with address, and mitigate the risk of 
cyber threats from both inside and outside the country 
which affect the availability, confidentiality and 
integrity of information and its infrastructure that 
threaten national security, economic security, martial 
security, and public order and security of persons. 

Section 3: "Government Agency" shall mean the 
central government, regional government, local 
government, state enterprises, the legislative 
institution, the judicial institution, independent 
institutions, public agency, and other government 
agencies 

Section 3: "Government Agency" shall mean the 
central government, regional government, local 
government, state enterprises, the legislative 
institution, the judicial institution, independent 
institutions, public agency, and other government 
agencies, with due respect to the independence of 
these institutions and the separation of powers that 
the government is subject to. 

Section 3: “Code of Practice” shall mean any 
regulations or rules determined by the Cybersecurity 
Regulation Committee. 

Section 3: “Code of Practice” shall mean any 
regulations or rules determined by the Cybersecurity 
Regulation Committee, which shall be necessary and 
proportionate, to establish the correct use of 
computer assets, networks and electronic 
communication of concerned structures under the 
authority. 
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Section 3: “Critical Information Infrastructure” shall 
mean the computer or computer system that the 
Government Agency or private organization uses in 
their operations which relate to maintaining national 
security, public security, national economic security, or 
infrastructures in the public interest. 

Section 3: “Critical Information Infrastructure” shall 
mean the computer or computer system that the 
Government Agency or private organization uses in 
their operations, which relate to the destruction of 
which will have a damaging effect on maintaining 
national security, public security, national economic 
security, individuals’ security and privacy, or 
infrastructures in the public interest in a manner that 
is legitimate in a democratic society. 

Section 3: “Supervising or Regulating Organization” 
shall mean a Government Agency or private 
organization or a person that is appointed by law to 
have the duty and power to supervise or regulate the 
operations of a Government Agency or Organization of 
Critical Information Infrastructure 

Section 3: “Supervising or Regulating Organization” 
shall mean a Government Agency or private 
organization or a person that is appointed by law to 
have the duty and power to supervise or regulate the 
operations of a Government Agency or Organization of 
Critical Information Infrastructure. Supervision of the 
implementation of this Act, and regulation of such 
activity shall not be carried out by the same, body, 
authority or organization. 

 Section 3: “Tripartite Agency” means an independent 
entity consisting of competent individuals 
representing different stakeholder groups such as the 
government, the private sector, technical experts, Civil 
Society Organizations (CSOs), netizens, and the 
National Human Rights Commission of Thailand 
(NHRCT); established to ensure accountability through 
monitoring and evaluation of the clauses of the work 
of the NCSC, the CRC, and the NCRA under the Act. 
The tripartite agency shall also have the power to 
review and handle complaints as well as unfair 
investigation procedures that have occurred under the 
Act. 
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5.2.1. Context 
 
In order to be able to respond to cybersecurity 

incidents or threats faced in cyberspace, the first 

step taken is the identification of vulnerabilities and 

the threats that could arise. This is the basis for the 

substantive provisions under the National 

Cybersecurity Act, which recognizes three types of 

cybersecurity threats, namely non-critical, critical, 

and crisis level cybersecurity threats under Section 

60. These threats are identified based on the 

likelihood of their occurrence and their potential 

impact on CIIs, as set out in the corresponding 

infographic.  

 

In analytical terms, the likelihood of the occurrence 

of a cybersecurity threat can be divided into three 

notions or understanding of the threat. These can be 

both offensive and defensive, so that an incident can 

be pre-empted before it can cause harm to a country 

and its infrastructure. These include real threats or 

those that can be proved; probable threats or those 

that may be a threat; and fictitious threats. To 

explain, in the case of a crisis level cyber threat, it is 

almost always the existence of a possible threat or 

one that may arise which is identified to determine 

its existence. In the case of a critical level cyber 

threat, a more real threat has to be identified as it 

requires both the aim being to attack or the 

existence of intent; and a clear impact in the form of 

damage caused to the essential infrastructure of CII 

organizations and their corresponding failure to 

operate or provide services. A fictitious threat could 

also be used to identify all the three types of 

cybersecurity threats whether non-critical, critical or 

crisis level since the power to define a cybersecurity 

threat level is given to the NCSC. As a result, the 

NCSC that defines what would amount to the 

existence of a real, possible or a fictitious threat will 

have the power to ‘make’ a threat, even where one 

does not exist. The only method to prevent such 

misuse when it comes to substantive provisions 

would be by defining limits and conditions as 

identified below in the identification of cybersecurity 

threats, in the assessment of damage caused and in 

determining responses once they have been 

identified. 
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a. Protection of the rights of individuals 
 

In an attempt to protect against cybersecurity 

threats, the rights and protections guaranteed to 

individuals should not be done away with. 

Therefore, in the assessment of damage caused 

by a cybersecurity threat under Section 58 as 

well as in the identification of cybersecurity 

threats under Section 60 particularly at the crisis 

level; human rights as enshrined in the 

Constitution, in this Act as well as other related 

domestic and international legislations must be 

protected. For this, no action must be taken that 

is in conflict with rights as identified in these 

legislations. Further, rights must also be 

protected in all action taken by the Cybersecurity 

Regulation Committee (CRC) and as supervised 

by the NCSC in preventing, addressing, mitigating 

threats, and providing damages under Sections 

64 and 65 of the Act respectively. 

 

The right to privacy must be specifically guaranteed under Section 65 and 66 of the Act that are related to 

providing damages caused by a threat and in taking steps to prevent, address or mitigate critical level 

threats respectively. In the case of critical level threats, such protection of privacy must be guaranteed in 

the case where computer systems or computers are accessed with officials extracting and maintaining a 

copy of the information extracted. Here an attempt must be made to notify persons who could be affected 

by this information gathering, and restrictions must be placed on the handling of the information to 

safeguard all personal information. Failure to do this could result in the information collected being 

misused to try individuals based on the content of the information, under other laws. This has been 

restricted by collecting and retaining information ‘as necessary’ in some sections of the Act, but this is not 

uniform and whether this aspect translates in practice has to be seen. Additionally, data protection must 

be guaranteed throughout the Act with the Committee managing the Office of the National Cybersecurity 

Committee (CMO) specifically responsible for data protection of collected data and information. 

 

b. Protection of affected systems 
 

To protect systems that have been affected by cybersecurity threats from further damage that could result 

while preventing, addressing or mitigating a threat, safeguards must be guaranteed for information and 

information systems. This can be done by preventing damage to the availability, confidentiality and 

integrity45 of information and information systems under Section 58 on assessment of damage, Section 60 

on defining the cybersecurity threats, and Section 65 related to providing damages caused by a threat 

under the Act. 

 

c. Higher standard of proof 
 

The standard of proof set in the Act, particularly with respect to critical and crisis level cybersecurity 

incidents is very problematic for two reasons:  

(1) Basing the identification of a threat on suspicion it presupposes guilt even before investigation.46 

Under Section 66 in responding to critical level cybersecurity incidents, the CRC can order officials to 

seize or freeze computers, computer systems or equipment that is related to the cybersecurity threat, 
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for examination and analysis investigate the premises with the permission of the owner based on 

suspicion and the NCSC can also request the court to pass orders to officials stating that a suspicious 

act or person could cause a critical level threat. The standard of proof instead of ‘reason to suspect’ 

should instead be the existence of ‘evidence to believe’.47 

(2) ‘Possible’ threats do not have an actual set standard of proof to determine the possibility of the 

existence of a threat: as addressed in Sections 58 to 66, possible threats have not been defined or 

explained throughout the Act. Therefore, it would be appropriate in this case to identify the 

seriousness of it by using the standard of ‘where there is evidence to believe that there may be a risk 

of serious harm.’ 

 

d.  Precautions to be taken while identifying cybersecurity threats 
 

In addition to listing the types of cybersecurity threats to the digital ecosystem, the Act must also define 

the clear responsibilities and tasks of entities responsible for identifying and collecting information on 

vulnerabilities. This remains incomplete as assessing and evaluating vulnerabilities for potential threats as 

provided in Section 62, has left out some important aspects, including that: (a) identification must be 

strictly in accordance with criteria set out by this Act; (b) such criteria must be made publicly available; 

and (c) any identification must be supported by evidence. 

 

e.  Precautions to be taken while responding to cybersecurity threats 
 

In response to the existence and the recognition of a cybersecurity threat, the various bodies and entities 

under the Act have been assigned various tasks and responsibilities. However, all the tasks have not been 

clearly outlined leading to several gaps, as found in Sections 63, 64, 65, and 66 on responding to these 

cybersecurity threats. They can be addressed with the following additions:  

(1) Any response with respect to cybersecurity threats must be as necessary to prevent, address and 

mitigate the threat, proportionate to the extent required, and must include appropriate action;  

(2) Permission obtained from an owner to enter, access, and search premises must be voluntarily given 

prior to the action taken to analyse and evaluate the effects from cybersecurity threats;   

(3) Monitoring computers and computer systems must be limited to the period for or with reason to 

believe that a threat exists;  

(4) When checking computers or computer systems to identify any problems that could block 

cybersecurity, the situation should be analysed and the impact assessed with due care and in a timely 

manner;  

(5) Confiscating computers or computer systems in the case of crisis level cybersecurity incidents must 

only take place following a clear explanation of the evidence available to establish such belief;  

(6) While responding to a cybersecurity incident, damage to officials must be avoided to the extent 

possible and only in circumstances where it cannot be avoided should the damages incurred be 

reimbursed; 

(7) The code of practice of the CRC with rules and regulations to be followed as a guideline in maintaining 

cybersecurity, must be publicly available and accessible; and  

(8) Reports on progress shall be submitted to the CRC once the threats have ceased and these shall be 

made available to the general public including information on evaluating and determining the 

existence of cybersecurity incidents.  
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f. Provision of remedy  

 

 
To balance the needs of the State to protect against cybersecurity risks with those of individuals, 

procedural safeguards must be integrated in the form of effective oversight and remedies. Access to the 

court system is only permitted for non-critical and critical cybersecurity incidents, with the Act only 

providing for reporting to the Court after a crisis level cybersecurity incident has already been addressed.  

 

Therefore, the Act must allow for court permission and oversight in cases of crisis level threats. First, the 

Act must guarantee that court permission would be sought to identify crisis cybersecurity threats 

supported by evidence to believe that there may be a risk of serious harm. Second, the Act must ensure 

that an independent multi-stakeholder tripartite agency will determine the appropriateness of action 

taken, its extent, the resulting damages, and the reimbursement provided.   

 

Further, remedy must be permitted against the authorities established under this Act for the misuse, 

wrongful application or excessive action taken by them in such circumstances including in the form of 

temporary orders and injunctions, which can be determined by any effective grievance redressal 

mechanism. A special Court may be established for this purpose, which could include specialized judges 

who obtain necessary legal and technical expertise, as well as the knowledge of the content and processes 

of the Act in order to consider cases in relation to it. This could also be undertaken through an 

ombudsperson. 

 

 

5.2.2. Recommended Amendments 
 

Original Text 

(in sequential order) 

Suggested Changes, Deletions and Additions to 
the National Cybersecurity Act 

 
Section 58: In the case there is or may be a Cyber 
Threat to an information system that is under the 
responsibility of a Government Agency or an 
Organization of Critical Information Infrastructure, 
such organization shall examine its related 
information, computer data, and the computer 

 

Section 58: In the case there is or may be a Cyber 
Threat to an information system that is under the 
responsibility of a Government Agency or an 
Organization of Critical Information Infrastructure, 
such organization shall examine its related 
information, computer data, and the computer 
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system, including the surrounding circumstances to 
assess whether a Cyber Threat has occurred. If the 
examination results show that there is or may be a 
Cyber Threat, the organization shall prevent, cope 
with, and mitigate the risks from such Cyber Threat in 
accordance with the Code of Practice and standard 
framework in Maintaining Cybersecurity and shall 
notify the Office and its Supervising or Regulating 
Organization without delay. 

system, including the surrounding circumstances to 
assess whether a Cyber Threat has occurred in 
situations where there is evidence to believe that 
there may be a risk of serious harm. If the 
examination results show that there is or may be a 
Cyber Threat, the organization shall prevent, cope 
with address, and mitigate the risks from such Cyber 
Threat in accordance with the Code of Practice and 
standard framework in Maintaining Cybersecurity and 
shall notify the Office and its Supervising or Regulating 
Organization without delay in a manner that does not 
compromise the integrity of the system and rights of 
individuals. 

 

Section 59: When it appears to the Supervising or 
Regulating Organization, or when the Supervising or 
Regulating Organization is notified of an incident in 
accordance with section 58, the Supervising or 
Regulating Organizations in cooperation with the 
organization under Section 50 shall gather 
information, examine, analyse the situation, and 
evaluate the effects related to the Cyber Threat and 
shall perform the following 

Section 59: When it appears to the Supervising or 
Regulating Organization, or when the Supervising or 
Regulating Organization is notified of an incident in 
accordance with section 58, the Supervising or 
Regulating Organizations in cooperation with the 
organization under Section 50 shall gather 
information, examine, analyse the situation, and 
evaluate the effects related to the Cyber Threat and in 
situations where there is evidence to believe that 
there may be a risk of serious harm shall perform the 
following 

 

Section 60: In considering to exercise power to prevent 
Cyber Threats, the Committee will determine the type 
of Cyber Threat as classed into three levels, as follows: 

(1) a Cyber Threat at non-critical level means a Cyber 
Threat with significant risk at a level which causes 
the computer system of the country’s 
Organization of Critical Information Infrastructure 
to be compromised; 

(2) a Cyber Threat at a critical level means a Cyber 
Threat with the nature of having significant 
increase in computer system, computer or 
computer data attacks, with the aim to attack the 
Organization of Critical Information Infrastructure 
of the country, and such attack has the effect of 
causing damage to the computer system of the 
information technology infrastructure related to 
the operation of the Organization of Critical 
Information Infrastructure of the country, public 
stability, international relations, national defense, 
economy, public health, public safety, or the 
public order, such that it could not operate or 
provide service;  

(3) a Cyber Threat at a crisis level means a Cyber 
Threat in a crisis level of the following nature: 

(a) is a Cyber Threat occurring from a computer 
system, computer, computer data attacks in a 
level higher than the Cyber Threats in a critical 
level, which cause severe effect to Critical 
Information Infrastructure of the country in a 
large-scale and which causes the whole operation 
of Government Agency or the provision of service 
of Organization of Critical Information 

Section 60: In considering to exercise power to 
prevent Cyber Threats, the Committee will determine 
the type of Cyber Threat as classed into three levels, 
as follows: 

(1) a Cyber Threat at non-critical level means a Cyber 
Threat with significant risk at a level which causes 
the computer system of the country’s 
Organization of Critical Information 
Infrastructure to be compromised by impairing 
the availability, confidentiality and integrity of 
information and information systems; 

(2) a Cyber Threat at a critical level means a Cyber 
Threat with the nature of having significant 
increase in computer system, computer or 
computer data attacks, with the aim to attack the 
Organization of Critical Information 
Infrastructure of the country, and such attack has 
the effect of causing damage and affect the 
availability, confidentiality and integrity of 
information and that of to the computer system 
of the information technology infrastructure 
related to the operation of the Organization of 
Critical Information Infrastructure of the country, 
privacy, public stability, international relations, 
national defense, economy, public health, public 
safety, or the public order, such that it could not 
operate or provide service; 

(3) a Cyber Threat at a crisis level means a Cyber 
Threat in a crisis level owing to situations where 
there is evidence to believe that there may be a 
risk of serious harm of the following nature: 
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Infrastructure to fail, such that the state could not 
control the operation center of the state's 
computer system, or the normal remedial 
measures for Cyber Threat could not resolve the 
issue and there is risk of spreading to other critical 
infrastructure of the country, which may cause 
death to many people or cause a great amount of 
computer system, computer, and computer data 
to be destroyed in a large-scale on a national level; 

(b) is a Cyber Threat that affects or may affect the 
public order or is a threat to public security or may 
cause the country or part of the country to be in a 
critical situation, or an offense regarding terrorism 
under the Penal Code, battling or war, which an 
urgent measure is required to maintain the 
democratic form of government with the King as 
the Head of the State in accordance with the 
Constitution of the Kingdom of Thailand, 
sovereignty and the integrity of the territory, 
national benefit, compliance with the laws, public 
safety, normal living of the public, protection of 
freedom and rights, public order or benefit, or the 
protection or remedy of damages from the public 
disaster that is emergency and critical. 

(a) is a Cyber Threat occurring from a computer 
system, computer, computer data attacks in a 
level higher than the Cyber Threats in a critical 
level, which cause severe effect to Critical 
Information Infrastructure of the country in a 
large-scale and which causes the whole 
operation of Government Agency or the 
provision of service of Organization of Critical 
Information Infrastructure to fail, such that the 
state could not control the operation center of 
the state's computer system, or the normal 
remedial measures for Cyber Threat could not 
resolve the issue and there is risk of spreading to 
other critical infrastructure of the country, which 
may cause death to many people or cause a great 
amount of computer system, computer, and 
computer data to be destroyed in a large-scale 
on a national level 

(b) is a Cyber Threat that affects or may affect the 
public order or is a threat to public security or 
may cause the country or part of the country to 
be in a critical situation, or an offense regarding 
terrorism under the Penal Code, battling or war, 
which an urgent measure is required to maintain 
the democratic form of government with the 
King as the Head of the State in accordance with 
the Constitution of the Kingdom of Thailand, 
sovereignty and the integrity of the territory, 
national benefit, compliance with the laws, public 
safety, normal living of the public, protection of 
freedom and rights as enshrined in the 
Constitution and international legislations, public 
order or benefit, or the protection or remedy of 
damages from the public disaster that is 
emergency and critical. 

 
An appropriate response, as is necessary and 
proportionate, is essential in order to deal with a crisis 
situation. 

Section 61: When it appears to the CRC that there is or 
there may be a Cyber Threat at a critical level, the CRC 
shall issue an order to the Office to perform the 
following: 

(1) gather information, or relevant documentary 
evidence, witness, material evidence to analyze 
the situation, and evaluate the effects from Cyber 
Threats; 

(2) support, assist, and participate in the prevention, 
coping with, and mitigation of risks from Cyber 
Threats; 

(3) prevent Cybersecurity Incidents which occurred 
from Cyber Threats, suggest or issue an order to 
use the solution system to maintain cybersecurity, 
including finding the approach for 
countermeasure or solution regarding 
cybersecurity;  

(4) support such that the Office and the relevant 
organizations, both the public and private sector, 
to provide assistance and participate in the 

Section 61: When it appears to the CRC that there is or 
there may be a Cyber Threat at a critical level, the CRC 
shall issue an order to the Office to perform the 
following: 

(1) gather information, or relevant documentary 
evidence, witness, material evidence as is 
necessary and to the extent required to analyze 
the situation, and evaluate the effects from 
Cyber Threats; 

(2) support, assist, and participate in the prevention, 
coping with addressing, and mitigation of risks 
from Cyber Threats; 

(3) prevent Cybersecurity Incidents which occurred 
from Cyber Threats, suggest or issue an order to 
use the solution system to maintain 
cybersecurity, including finding the approach for 
appropriate countermeasure or solution 
regarding cybersecurity that respects the privacy 
of individuals and the integrity of the system at 
the same time;  
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prevention, coping with, and mitigation of risks 
from the Cyber Threats occurred; 

(5) notify of the Cyber Threat to be informed in 
general, as necessary and appropriate, taking into 
consideration the situation, severity, and effect 
from such Cyber Threat;  

(6) facilitate in coordinating between relevant 
Government Agency and private organization to 
deal with risks and incidents related to 
cybersecurity. 

(4) support such that the Office and the relevant 
organizations, both the public and private sector, 
to provide assistance and participate in the 
prevention, coping with addressing, and 
mitigation of risks from the Cyber Threats 
occurred; 

(5) notify of the Cyber Threat to be informed in 
general, as necessary and appropriate, taking 
into consideration the situation, severity, and 
effect on all stakeholders from such Cyber 
Threat;  

(6) facilitate in coordinating between relevant 
Government Agency and private organization to 
deal with risks that are accompanied with the 
imminence of an established threat and incidents 
related to cybersecurity. 

Section 62: In operations in accordance with section 
61, for the benefit of analyzing the situation and 
evaluating the effects from Cyber Threats, the 
Secretary-General shall order the Competent Officials 
to: 

(1) issue a letter requesting cooperation from the 
relevant persons to provide information within an 
appropriate period and at the prescribed place, or 
provide information in writing related to the Cyber 
Threat;  

(2) issue a letter requesting for information, 
documents, or copy of the information or 
documents in the possession of other person 
which is beneficial to the operation;  

(3) inquire the persons who has knowledge and 
understanding of the facts and situations which 
are related to the Cyber Threat;  

(4) enter into a property or place of business which is 
or may be related to the Cyber Threat of a related 
person or organization, with consent from the 
person in possession of such place. 

 

Any person providing information in accordance with 
paragraph one, which acts in good faith, shall receive 
protection and shall not be deemed a wrongful act or a 
breach of a contract. 

Section 62: In operations in accordance with section 
61, for the benefit of analyzing the situation and 
evaluating the effects from Cyber Threats strictly in 
accordance with publicly available criteria that has 
been set by this Act, the Secretary-General shall order 
the Competent Officials to: 

(1) issue a letter requesting cooperation from the 
relevant persons to provide information within 
an appropriate period and at the prescribed 
place, or provide evidence-based information in 
writing related to the Cyber Threat;  

(2) issue a letter requesting for information, 
documents, or copy of the information or 
documents in the possession of other person 
which is beneficial to the operation in proving 
that there is evidence to believe there is a serious 
risk of harm;  

(3) inquire the persons who has knowledge and 
understanding of the facts and situations which 
are related to the Cyber Threat only as is 
necessary and proportionate;  

(4) enter into a property or place of business which 
is or may be related to the Cyber Threat of a 
related person or organization, with voluntary 
consent from the person in possession of such 
place. 

 

A person who gives a true statement according to 
Paragraph 1 may be protected by the law in the 
disclosure of such honest information, but only as is 
necessary and to the extent required. 

Section 63: In case of necessity to prevent, cope with, 
and mitigate risks from a Cyber Threat, the CRC shall 
order the Government Agency to provide information, 
support its personnel, or use electronic devices under 
its possession in relation to Maintaining Cybersecurity.  

 

The CRC shall ensure that there shall be no use of 
information under paragraph one that may cause 
damages and the CRC is responsible for the 

Section 63: In case of necessity to prevent, cope with 
address, and mitigate risks from a Cyber Threat, the 
CRC shall order the Government Agency to provide 
information, support its personnel, or use electronic 
devices under its possession in relation to Maintaining 
Cybersecurity, which it must limit to the extent 
required to address the threat.  

 

The CRC shall ensure that there shall be no use of 
information under paragraph one that may cause 
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compensation for the personal, expenses, damages 
occurred from the use of such electronic devices. 

 

Paragraph one and two shall also be applied to the 
requests to private organization, upon the consent of 
such private organization. 

damages and the CRC is responsible for the 
compensation for the personal, expenses, damages 
occurred from the use of such electronic devices. The 
appropriateness of the action, its extent, the resulting 
damages, and the reimbursement may be evaluated 
by the tripartite agency. 

 

Paragraph one and two shall also be applied to the 
requests to private organization, upon the voluntary 
consent of such private organization. 

 

Section 64: In case there is or may be a Cyber Threat at 
a critical level, the CRC shall prevent, cope with, and 
mitigate risks from the Cyber Threat and conduct 
necessary measures.  

 

In the operation under paragraph one, the CRC shall 
issue a letter to the Government Agency which relates 
to Maintaining Cybersecurity to act or omit any act to 
prevent, cope with, or mitigate risks from the Cyber 
Threat properly and efficiently, in accordance with the 
guideline prescribed by the CRC, including integrating 
the operation to control, terminate, or mitigate the 
effect caused by the Cyber Threat in a timely manner. 

 

The Secretary-General shall report the operation in 
accordance with this Section to the CRC constantly and 
when such Cyber Threat ends, the Secretary-General 
shall report the operation result to the CRC without 
delay. 

 

Section 64: In case there is or may be a Cyber Threat at 
a critical level, the CRC shall prevent, cope with 
address, and mitigate risks from the Cyber Threat and 
only conduct necessary measures and to the extent 
required. 

 

In the operation under paragraph one, the CRC shall 
issue a letter to the Government Agency which relates 
to Maintaining Cybersecurity to act or omit any act to 
prevent, cope with address, or mitigate risks from the 
Cyber Threat properly and efficiently, in accordance 
with the publicly available and accessible guideline 
prescribed by the CRC, including integrating the 
operation to control, terminate, or mitigate the effect 
caused by the Cyber Threat in a timely manner. 
Remedy shall also apply against the Committees and 
Offices established under this Act for the misuse, 
wrongful application or excessive action taken by them 
in such circumstances including in the form of 
temporary orders and injunctions; which can be 
determined by an effective grievance redressal 
mechanism. 

 

The Secretary-General shall report the operation in 
accordance with this Section to the CRC constantly 
and when such Cyber Threat ends, the Secretary-
General shall report the operation result to the CRC 
without delay and make the same available to the 
general public. This shall also include the method of 
determination of the existence of all possible 
cybersecurity threat at the critical or crisis level. 

Section 65: In order to prepare for or remedy damages 
caused by cybersecurity threats, the Committee has 
the authority to order the owner of a computer 
system, computers or the person in charge of the 
computer system; considered to be affected by or 
linked to the cybersecurity threat to take the following 
actions: 

(1) monitor the computer or computer system during 
a certain period of time;  

(2) examine the computer or computer system to find 
an error that affects Maintaining Cybersecurity, 
analyze the situation, and evaluate the effects 
from the Cyber Threat;  

(3) conduct a measure rectifying the Cyber Threat to 
handle vulnerabilities or remove unwanted 

Section 65: In order to prepare for or remedy damages 
caused by cybersecurity threats, the Committee has 
the authority to order the owner of a computer 
system, computers or the person in charge of the 
computer system; considered to be affected by or 
linked to the cybersecurity threat to take the following 
actions unless not in conflict with the protections 
guaranteed by this Act as well as other related 
domestic legislation and international standards and 
obligations: 

(1) monitor the computer or computer systems 
during a certain period of time, limiting the 
extent to the period of the existence of or with a 
reason to believe in the existence of the threat. 
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programs or terminate and remedy the Cyber 
Threat that are operating;  

(4) maintain the status of the computer data or 
computer system via any methods to operate the 
computer forensic science;  

(5) access relevant computer data or computer 
system or other information related to the 
computer system only to the extent it is necessary 
to prevent Cyber Threat.  

 

In case of necessity to access information under (5), 
the CRC shall assign the Secretary- General to submit 
the motion to the Competent Court to order the 
owner, the person possessing the computer, the user 
of the computer or computer system or a person 
monitoring the computer system in accordance with 
paragraph one to comply with the motion. The motion 
submitted to the Court shall specify the cause to 
believe that a person is performing or will perform an 
act that cause Cyber Threat in a critical level. The 
motion shall be submitted as emergency hearing 
motion and shall be considered by the Court without 
delay. 

(2) examine the computer or computer system to 
find an error that affects Maintaining 
Cybersecurity, analyze the situation, and 
evaluate the effects from the Cyber Threat with 
due care and in a timely manner; 

(3) Apply the publicly available and accessible code 
of practice, in order to mitigate cybersecurity 
harms, to eliminate malicious software or to 
suppress the cybersecurity threat. conduct a pre-
established and defined measures rectifying the 
Cyber Threat to handle vulnerabilities or remove 
unwanted programs or terminate and remedy 
the Cyber Threat that are operating; 

(4) Maintain the status of the computer data or 
computer system via any methods with particular 
care that it does not harm the integrity of the 
system and the privacy of individuals, to operate 
the computer forensic science;  

(5) Access relevant computer data or computer 
system or other information related to the 
computer system only to the extent it is 
necessary to prevent Cyber Threat. 

 

In case of necessity to access information under (5), 
the CRC shall assign the Secretary- General to submit 
the motion to the Competent Court or any other 
independent, impartial and competent judicial 
authority such as a specialised court established under 
this Act or through an ombudsperson, to order the 
owner, the person possessing the computer, the user 
of the computer or computer system or a person 
monitoring the computer system in accordance with 
paragraph one to comply with the motion. The motion 
submitted to the Court shall specify and prove the 
cause reason to believe that a person is performing or 
will perform an act that cause Cyber Threat in a critical 
level, in addition to the motion being necessary and 
proportionate to protect a legitimate aim. The motion 
shall be submitted as emergency hearing motion and 
shall be considered by the Court without delay or 
through an ombudsperson, which shall also be made 
publicly available. A special Court may also be 
established under this Act and should include 
specialized judges who obtain necessary legal and 
technical expertise, as well as the knowledge of the 
content and processes of the National Cybersecurity 
Act in order to consider cases in relation to it. 

 

Section 66: In preventing, coping with, or mitigating 
the risks from Cyber Threats in a critical level, the CRC 
has the power to order a Competent Official, only to 
the extent that it is necessary to prevent the Cyber 
Threat, to do the following: 

(1) enter into a place to examine, with a letter 
informing the appropriate reason to the owner or 
the occupier to examine such place. If there is a 
cause to believe that there is a computer or 

Section 66: In preventing, coping with addressing, or 
mitigating the risks from Cyber Threats in a critical 
level, the CRC has the power to order a Competent 
Official, only to the extent that it is necessary and 
proportionate to prevent the Cyber Threat, to do the 
following: 

(1) enter into a place to examine, with a letter 
informing the appropriate reason to the owner 
or the occupier to examine such place. If there is 
a cause to believe due to existing evidence that 
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computer system related to the Cyber Threat or is 
affected from the Cyber Threat;  

(2) access the computer data, computer system, or 
other data related to the computer system, copy, 
or filter/screen information data or computer 
program which has a reason to believe that is 
related to or affected by the Cyber Threat;  

(3) test the operation of the computer or computer 
system which has a reason to believe that is 
related to or affected by the Cyber Threat or has 
been used to search any information from the 
inside or taking advantage of the computer or 
computer system;  

(4) seize or freeze a computer, a computer system, or 
any equipment, only to the extent it is necessary, 
which has a reason to suspect that is related to the 
Cyber Threat for the examination or analysis, for 
not more than thirty days. Once such period is 
over, computer or any equipment shall be 
returned to the owner or the person possessing 
the computer immediately after the examination 
or analysis is finished. 

 

In operating in accordance with (2), (3), and (4), the 
CRC may submit a motion to the Competent Court to 
order the officers to comply with the motion. The 
motion submitted to the Court shall specify the cause 
to believe that a person is performing or will perform 
an act that will cause a Cyber Threat at a critical level. 
The motion shall be submitted as emergency hearing 
motion and shall be considered by the Court without 
delay. 

there is a computer or computer system related 
to the Cyber Threat or is affected from the Cyber 
Threat; 

(2) access the computer data, computer system, or 
other data related to the computer system, copy, 
or filter/screen information data or computer 
program which has a reason to believe that is 
related to or affected by the Cyber Threat, with 
all personal information and that which would 
violate privacy removed from the same or with 
restrictions placed on the handling of such 
information to appropriately and effectively 
safeguard it and with notifications provided to 
third parties that may be affected by such action. 

(3) test the operation of the computer or computer 
system which has a reason to believe that is 
related to or affected by the Cyber Threat or has 
been used to search any information from the 
inside or taking advantage of the  computer or 
computer system only where there is a reason to 
believe that a risk of harm exists; 

(4) seize or freeze a computer, a computer system, 
or any equipment, only to the extent it is 
necessary and proportionate, which has a reason 
to suspect believe following clear explanation of 
the evidence available for such belief that is 
related to the Cyber Threat for the examination 
or analysis, for not more than thirty days. Once 
such period is over, computer or any equipment 
shall be returned to the owner or the person 
possessing the computer immediately after the 
examination or analysis is finished. 

 

In operating in accordance with (2), (3), and (4), the 
CRC may submit a motion to the Competent Court to 
order the officers to comply with the motion. The 
motion submitted to the Court shall specify the cause 
evidence to believe that a person is performing or will 
perform an act that will cause a Cyber Threat at a 
critical level. The motion shall be submitted as 
emergency hearing motion and shall be considered by 
the Court without delay. A special Court may be 
established under this Act for this purpose and should 
include specialized judges who obtain necessary legal 
and technical expertise, as well as the knowledge of 
the content and processes of the National 
Cybersecurity Act in order to consider cases in relation 
to it. This may also be undertaken through an 
ombudsperson. 
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5.3.1. Context 

 

 
 

The National Cybersecurity Act of Thailand, while established to prevent, address and mitigate 

cybersecurity threats should also build a digital environment that Thai netizens and businesses can trust. 

CIIs can be supported by the Information and Communication Technology (ICTs) sector and utilized by 

individuals only when the processes and actions taken provide secure services through CIIs; in which not 

just security of information assets and infrastructure is guaranteed but also the rights and interests of 

users are protected. 

 

This digital environment of trust is however denied at present due to the control mechanisms in the form 

of government bodies and agencies under the Act. The Act fails to ensure that the functions they carry out 

under the Act are transparent and they have uncontrolled power, which also stops the realisation of the 

full potential of economic, social and political opportunities offered by cyberspace. 

 

a. Authorities under the Act   

 
Under the Act, various bodies and agencies have been established to carry out its implementation. These 

include:  

 

1. The National Cybersecurity Committee (NCSC); 

2. The Cybersecurity Regulation Committee (CRC);  

3. Office of the National Cybersecurity Committee; and 

4. The Committee Managing the Office of the National Cybersecurity Committee (CMO). 

 

The NCSC, the CRC, the Office of the National Cybersecurity Committee, and the CMO all carry out varied 

duties in terms of tackling cyberattacks, but in the people that constitute or make up these agencies or 

bodies there is a lot of overlap, which could be problematic.   
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The three illustrations below provide an overview of the structure of the NCSC, the CRC, and the CMO as 

provided in Sections 5, 12, and 25 respectively. These bodies are mostly comprised of government officials 

whose involvement is considered essential to fulfil their role and responsibilities. To illustrate, the NCSC 

has a role focused on developing policy such as the national cybersecurity strategy and policy, guidelines 

and a code of practice under Sections 41, 42, and 43; and the CRC with the support of the CMO primarily 

executes this policy proposed by the NCSC and takes specific action following a risk assessment that 

establishes the occurrence of an actual or possible cybersecurity threats as set out in Sections 61, 62, 63, 

64, 65, and 66 of the Act.  
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Therefore, to support their ability to carry out these roles, the 15-member NCSC is chaired by the Prime 

Minister and is made up of Ministers and Permanent Secretaries from the Ministries which are believed 

to have the expertise to draft supporting policy, along with those that have security threat response 

knowledge, namely the Commissioner- General of the National Police Bureau and the Secretary-General 

of the National Security Council (NSC). The 19-member CRC on the other hand is made up of Permanent 

Secretaries from all Ministries with portfolios or representatives from government organizations or 

regulatory bodies that cover areas also considered critical infrastructure as identified by Section 49 namely 

national security, public services, banking and finance, information technology, and telecommunication, 

transportation, energy and public utilities, and public health. The reason for this is to make it easier during 

the response taken and in order to support CIIs that are victims of cybersecurity threats.  

 

However, this could also be challenging as while those part of the NCSC and the CRC could be skilled in 

their role, their focus remains primarily at the highest levels and may not necessarily give them the 

expertise to understand or represent the perspectives of civil society, the technical community, and 

private sector entities that could be affected. Thus, all policy developed and actions taken could be 

taken only to benefit the government in order for them to maintain control, without any alternative 

opinion allowed to ensure accountability. Further, any misuse or misinterpretation that these 

individuals are contributing to in their non-cybersecurity work could be replicated here. For instance, 

some individuals that make up the CRC including the Permanent Secretary of the MDES, and the 

Permanent Secretary of the Ministry of Public Health are also going to be part of a newly comprised Anti-

Fake news Centre.48 Although the purpose of this Centre is to tackle fake facts on the internet, but based 

on practices in other ASEAN countries and the trend in the behaviour of the government, there is a fear 

that this information could be used to discredit information provided by critics or oppositions groups. 

Being a part of the CRC will give the Permanent Secretary of the MDES and the Permanent Secretary of 

the Ministry of Public Health, the opportunity to misuse the power under the National Cybersecurity Act 

to propagate their agenda of silencing dissent in the digital sphere. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

While the NCSC, CRC, and the CMO require the inclusion of experts as honorary directors based on 

expertise and experience in maintaining cybersecurity, information technology and communications, 

protection of data privacy, science, engineering, law, finance or other related fields, there is no mention 

that these experts need to be independent and must represent all stakeholder groups in a balanced 

manner, so that the Act is beneficial to all those affected. This can only be achieved if their selection is 

done in a transparent manner and based on clear, publicly available criteria that can be reviewed by the 

neutral tripartite agency envisioned by the recommended amendments. 
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b. Responsibilities of the authorities  
 

Section 9 of the Act sets out the primary duties and responsibilities of the NCSC, including by (1) 

proposing cybersecurity policy and strategy; (2) prescribing management policies on maintaining 

cybersecurity to the government agency and organizations of CII; (3) preparing the operational plan for 

maintaining cybersecurity where cybersecurity threats may occur or have occurred; (4) prescribing 

minimum standards and guidelines to improve cybersecurity service systems; (5) prescribing measures 

and guidelines to enhance maintaining cybersecurity skills to officials and staff from Organizations of CIIs, 

government agencies, supervising or regulating organizations, and private organizations; (5) developing a 

framework for cooperation with domestic and international organizations to tackle cybersecurity threats 

collectively; (6) monitoring supervising or regulating organizations, government agency, or the 

organization of CIIs, to develop cybersecurity policies and frameworks for them; (7) monitoring and 

evaluating the implementation of cybersecurity policies and frameworks on maintaining cybersecurity 

under the Act; (8) making recommendations to the Digital Economy and Society Committee or to the 

Council of Ministers on maintaining cybersecurity; and (9) publishing reports on the outcomes of practices, 

law and policy related to maintaining cybersecurity.  

 

Section 13 and 22 of the Act set out the primary duties and responsibilities of the CRC, for which they 

may be supported by the CMO, including by (1) functioning as the National Centre for Cooperation and 

Maintenance of Cybersecurity; (2) monitoring and executing policies and strategies proposed by the CMO; 

(3) conducting surveillance and responding to cybersecurity incidents; (4) making an announcement about 

cybersecurity threats; (5) cooperating with organizations managing information systems to work on 

cybersecurity concerns; (6) imposing guidelines and standards to maintain cybersecurity from the stage 

of risk assessment to response, for public organizations and organizations managing information systems; 

(7) organizing the development of prevention and response protocols by organizations managing 

information systems and ISPs; (8) cooperating with the State and private organizations in order to respond 

to cybersecurity threats; (9) acting as the National Research Centre for Cybersecurity Analysis by 

researching and analyzing essential information about cybersecurity concerns and by disseminating of 

information about cybersecurity issues or incidents; (10) educating on cybersecurity legislations and the 

maintenance of cybersecurity; (11) categorising threat levels to determine ways to prevent, protect, 

monitor, and resolve cybersecurity harms based on its severity; and (12) cooperating, supporting and 

assisting organizations that are responsible for cybersecurity policies, preventive measures, and strategies 

such as the NCSC. 

 

All policies proposed and actions taken by the NCSC, CRC and CMO should not continue to have extensive 

gaps like they do now. This can be achieved if policies and action are evidence-based and with clear 

reasons, precise, comprehensive, publicly available and accessible, include guarantees of procedural 

fairness such as user notification on risks and access to personal information, follow due process, 

undertaken only to the extent that is necessary and proportional to the legitimate aim to be achieved, 

utilize innovative and collaborative steps where possible, respect the integrity of information and 

information systems, ensure responses are directed at cybersecurity incidents that have been identified 

based on clear evaluation and publicly available criteria, include and consult all stakeholders such as 

authorities and officials identified under this Act as well as private sector entities and technical experts, 

not compel the violation of rights, include technical perspectives, and with periodic review for lawfulness 

carried out by an independent multi-stakeholder mechanism. 
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Further, in carrying out all the responsibilities 

stated above, the only oversight over the power 

of the NCSC that exists is the Cabinet, since the 

proposals are submitted to them for approval. 

However, since the NCSC is chaired by the Prime 

Minister – his or her Cabinet would not oppose 

any policy proposal put forward by a body he is 

a part of. With respect to the CRC and CMO, the 

NCSC has oversight but all this points to the 

situation where all views will be focused 

towards achieving the goals of the NCSC, even if 

the goal is to ensure political security or 

retention of the power by the Prime Minister 

and his government. This will have to be 

addressed through the proposed creation of an 

independent multi-stakeholder monitoring 

mechanism that carries out audits through 

regular monitoring and evaluation, in order to 

determine the efficiency in implementation of 

the Act. The report produced and the input 

provided could also be used as a basis to review 

the content and gaps in the National 

Cybersecurity Act periodically to account for 

any shortcomings, as well as for the 

development in technology, changing cyber 

capabilities, and the developing need of society. 

 

c. The case of the Office of the National Cybersecurity Agency and its juristic status  
 

The NCSA poses a unique challenge in the power it exercises also because of its status as recognized in 

Section 20 and the exemptions it enjoys with respect to its actions as a result, according to Section 21. To 

explain, Section 20 of the Act states that the Office of the National Cybersecurity Agency shall be set up 

as a public organization with its status as a juristic person, and not as a State agency under the Government 

Administration Act or as a State enterprise in terms of funding. This would not allow to hold the Office of 

the National Cybersecurity Agency responsible for violations under administrative laws that protect 

against misuse of power. This could only be addressed if for the purposes of accountability, the content 

of the National Government Organization Act of 1991 is integrated into the guidelines of operation or the 

code of practice that govern the actions of the NCSA. 

 

Additionally, the other challenge in the Act is that it also provides for exemption of the activities of the 

Office of the National Cybersecurity Agency from the laws on labour protection, the law on labour 

relations, the law on social security, and the law on compensation with the employees only receiving the 

compensation set out in these legislations, with no ability to question it. Such unchecked power not just 

outside but within the Office of the National Cybersecurity Agency and its misuse in its employment 

practices must also be resolved. 
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5.3.2. Recommended Amendments 
 

Original Text 

(in sequential order) 

Suggested Changes, Deletions and Additions to 
the National Cybersecurity Act 

 

Section 5: There shall be a committee named the 
“National Cybersecurity Committee” abbreviated as 
“NCSC.” The NCSC shall be comprised of:  

(1) The Prime Minister as a chairperson; 
(2) directors by position, comprising the Minister of 

Defense, Minister of Digital Economy and Society, 
Permanent Secretary of the Ministry of Finance, 
Permanent Secretary of the Ministry of Justice, 
Commissioner-General of the National Police 
Bureau, and Secretary-General of the National 
Security Council; 

(3) honorary directors not exceeding seven persons 
appointed by the Cabinet based, who have 
knowledge, expertise, and remarkable experience 
in Maintaining Cybersecurity, information 
technology and communications, protection of 
data privacy, science, engineering, law, finance or 
other relevant aspects that are beneficial to 
Maintaining Cybersecurity.  

 

The criteria and selection methods for the persons to 
be proposed to the Cabinet as honorary directors, 
including the selection of honorary directors to stay in 
the office in replacement of a person who vacated the 
office prior to the expiry of the term in accordance 
with section 7 paragraph two shall be in accordance 
with the rules as determined by the Cabinet as 
suggested by the Committee. 

 

Section 5: There shall be a committee named the 
“National Cybersecurity Committee” abbreviated as 
“NCSC.” The NCSC shall be comprised of:  

(1) The Prime Minister as a chairperson; 
(2) directors by position, comprising the Minister of 

Defense, Minister of Digital Economy and 
Society, Permanent Secretary of the Ministry of 
Finance, Permanent Secretary of the Ministry of 
Justice, Commissioner-General of the National 
Police Bureau, and Secretary-General of the 
National Security Council; 

(3) honorary directors not exceeding seven 
independent persons with balanced 
representation from various stakeholder groups 
appointed by the Cabinet based, who have 
knowledge, expertise, and remarkable 
experience in Maintaining Cybersecurity, 
information technology and communications, 
protection of data privacy, science, engineering, 
law, finance or other relevant aspects that are 
beneficial to Maintaining Cybersecurity.  

 

The criteria and selection methods for the persons to 
be proposed to the Cabinet as honorary directors, 
including the selection of honorary directors to stay in 
the office in replacement of a person who vacated the 
office prior to the expiry of the term in accordance 
with section 7 paragraph two shall be in accordance 
with the rules made publicly available as well as 
accessible as determined by the Cabinet as suggested 
by the Committee. 

Section 6: Honorary directors in the Committee must 
have Thai nationality and shall not possess the 
following prohibited characteristics  

Section 6: Honorary directors in the Committee must 
have Thai nationality and shall not possess the 
following prohibited characteristics based on an 
independent and transparent assessment 

Section 9: The Committee shall have the following 
duties and powers to: 

(1) propose the policy and plan on Maintaining 
Cybersecurity, promote, and support the act of 
Maintaining Cybersecurity in accordance with 
section 42 and section 43 for the Cabinet's 
approval, which shall be in accordance with the 
guideline specified under section 42; 

(2) determine management policy for Maintaining 
Cybersecurity for the Government Agency and 
Organization of Critical Information 
Infrastructure; 

(3) prepare the operational plan for Maintaining 
Cybersecurity to propose to the Cabinet as a 
master plan for Maintaining Cybersecurity under 

Section 9: The Committee shall have the following 
duties and powers to: 

(1) propose the evidence-based cybersecurity 
policies and strategies, in line with Section 42, 
Section 43, on receiving the approval of the 
Council of Ministers according to Section 42; 

(2) determine management policy for Maintaining 
Cybersecurity for the Government Agency and 
Organization of Critical Information 
Infrastructure only to the extent that is necessary 
and proportionate with approaches that are 
collaborative and respect the integrity of 
communications and systems; 

(3) prepare the operational plan for Maintaining 
Cybersecurity to propose to the Cabinet as a 
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general situations and situations where the 
Cyber Threats may occur or have occurred; such 
plan shall be in accordance with the policy, 
strategy, and national plan as well as the policy 
framework and master plan which are related to 
maintaining the security of the National Security 
Council; 

(4) establish the standard and guideline to enhance 
and develop service systems pertaining to 
Maintaining Cybersecurity, establish the 
standard in respect of Maintaining 
Cybersecurity, and determine the minimum 
standard pertaining to a computer, computer 
system, computer program, as well as support 
the certifying of standards for Maintaining 
Cybersecurity of Organization of Critical 
Information Infrastructure, Government Agency, 
Supervising or Regulating Organization, and 
private organizations; 

(5) prescribe measures and guidelines to enhance 
the knowledge and expertise in Maintaining 
Cybersecurity of the Competent Officials, 
officers of the Organization of Critical 
Information Infrastructure, Government Agency, 
Supervising or Regulating Organization, and 
private organizations which are related to 
Maintaining Cybersecurity; 

(6) set out a framework on coordinating with other 
agencies, both in the country and foreign 
countries, which are related to Maintaining 
Cybersecurity; 

(7) appoint and remove the Secretary-General;  
(8) assign the supervision and regulation, including 

the issuing of regulations, objectives, duties and 
power, and the operational framework 
regarding Maintaining Cybersecurity to the 
Supervising or Regulating Organization, 
Government Agency, or the Organization of 
Critical Information Infrastructure; 

(9) monitor and evaluate the results of operating in 
accordance with the policy and plan on 
Maintaining Cybersecurity, operational plan for 
Maintaining Cybersecurity, and of Maintaining 
Cybersecurity as specified under this Act; 

(10) suggest and provide opinions to the Digital 
Economy and Society Committee or to the 
Cabinet on Maintaining Cybersecurity; 

(11) suggest to the Cabinet the legislation or 
amendment of laws related to Maintaining 
Cybersecurity; 

(12) prepare a summary report of undertakings of 
Maintaining Cybersecurity that have significant 
effect, or the approach for developing the 
standard of Maintaining Cybersecurity for the 
Cabinet to be informed; 

(13) perform any other task as specified under this 
Act or as assigned by the Cabinet. 

master plan for Maintaining Cybersecurity under 
general situations and situations where the Cyber 
Threats may occur or have occurred as clearly 
evaluated and identified through publicly 
available criteria; such plan shall be in 
accordance with the policy, strategy, and 
national plan as well as the policy framework and 
master plan which are related to maintaining the 
security of the National Security Council while 
respecting other domestic and international law 
and policy standards;  

(4) establish the standard and guideline to enhance 
and develop service systems pertaining to 
Maintaining Cybersecurity, establish the precise 
standard in respect of Maintaining Cybersecurity, 
and determine the minimum standard pertaining 
to a computer, computer system, computer 
program, as well as support the certifying of 
standards for Maintaining Cybersecurity of 
Organization of Critical Information 
Infrastructure, Government Agency, Supervising 
or Regulating Organization, and private 
organizations;  

(5) prescribe publicly available and accessible 
measures and guidelines to enhance the 
knowledge and expertise in Maintaining 
Cybersecurity of the Competent Officials, officers 
of the Organization of Critical Information 
Infrastructure, Government Agency, Supervising 
or Regulating Organization, and private 
organizations, as well as amongst authorities and 
officials which are related to Maintaining 
Cybersecurity; 

(6) set out a comprehensive framework on 
coordinating with other agencies, private sector 
entities and technical experts both in the country 
and foreign countries, which are related to 
Maintaining Cybersecurity which is however 
subject to the guarantees of procedural fairness; 

(7) appoint or remove the Secretary-General with a 
legitimate cause;  

(8) assign the supervision and regulation, including 
the issuing of regulations, objectives, duties and 
power, and the operational framework as is 
necessary and proportional regarding 
Maintaining Cybersecurity to the Supervising or 
Regulating Organization, Government Agency, or 
the Organization of Critical Information 
Infrastructure following consultation with them; 

(9) monitor and evaluate the results of operating in 
accordance with the policy and plan on 
Maintaining Cybersecurity, operational plan for 
Maintaining Cybersecurity, and of Maintaining 
Cybersecurity as specified under this Act, with 
results used for the periodic review of these 
policies and frameworks; 

(10) suggest and provide opinions to the Digital 
Economy and Society Committee or to the 
Cabinet on Maintaining Cybersecurity; 
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(11) suggest to the Cabinet the legislation or 
amendment of laws related to Maintaining 
Cybersecurity;  

(12) prepare a summary report of undertakings of 
Maintaining Cybersecurity that have significant 
effect, or the approach for developing the 
standard of Maintaining Cybersecurity for the 
Cabinet to be informed, while making them 
publicly available; 

(13) perform any other task as specified under this 
Act or as assigned by the Cabinet, subject to 
periodic assessment on its lawfulness by the 
tripartite agency. 

 

Section 10: The meeting of the Committee shall be in 
accordance with the rules as determined by the 
Committee, where the meeting may proceed via 
electronic means or other means. 

Section 10: The meeting of the Committee shall be in 
accordance with the rules as determined by the 
Committee, where the meeting may proceed via 
electronic means or other means, as well as with 
international standards and legislations through 
transparent processes. 

Section 12: In undertaking the duty and power of the 
Committee in accordance with section 9, there shall be 
a Cybersecurity Regulating Committee abbreviated as 
"CRC," comprising: 

(1) the Minister of the Digital Economy and Society 
as a chairperson;  

(2) directors by position, comprising the Permanent 
Secretary of the Ministry of Foreign Affairs, 
Permanent Secretary of the Ministry of 
Transport, Permanent Secretary of the Ministry 
of Digital Economy and Society, Permanent 
Secretary of the Ministry of Energy, Permanent 
Secretary of the Ministry of Interior, Permanent 
Secretary of the Ministry of Public Health, 
Commissioner-General of the National Police 
Bureau, Supreme Commander, Secretary-General 
of the National Security Council, Director of the 
National Intelligence Agency, Governor of the 
Bank of Thailand, Secretary-General of the 
Securities and Exchange Commission, and the 
Secretary-General of the National Broadcasting 
and Telecommunications Commission;  

(3) honorary directors not exceeding four persons, 
who are appointed by the Committee among the 
persons who have knowledge, expertise, and 
experience which is remarkable and beneficial to 
Maintaining Cybersecurity.  

 

The criteria and selection methods for the appropriate 
persons to appoint as honorary directors shall comply 
with the rules as determined by the Committee. 

 

Section 12: In undertaking the duty and power of the 
Committee in accordance with section 9, there shall 
be a Cybersecurity Regulating Committee abbreviated 
as "CRC," comprising:  

(1) the Minister of the Digital Economy and Society 
as a chairperson. 

(2) directors by position, comprising the Permanent 
Secretary of the Ministry of Foreign Affairs, 
Permanent Secretary of the Ministry of 
Transport, Permanent Secretary of the Ministry 
of Digital Economy and Society, Permanent 
Secretary of the Ministry of Energy, Permanent 
Secretary of the Ministry of Interior, Permanent 
Secretary of the Ministry of Public Health, 
Commissioner-General of the National Police 
Bureau, Supreme Commander, Secretary-General 
of the National Security Council, Director of the 
National Intelligence Agency, Governor of the 
Bank of Thailand, Secretary-General of the 
Securities and Exchange Commission, and the 
Secretary-General of the National Broadcasting 
and Telecommunications Commission; 

(3) honorary directors not exceeding four 
independent persons representing different 
stakeholder groups including the private sector 
and civil society, who are appointed by the 
Committee among the persons who have 
knowledge, expertise, and experience which is 
remarkable and beneficial to Maintaining 
Cybersecurity.  

 

The criteria and selection methods for the appropriate 
persons to appoint as honorary directors shall comply 
with the rules as determined by the Committee that 
are made publicly available. 
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The clear criteria and selection methods for the 
appropriate persons to appoint as honorary directors 
shall comply with the rules as determined by the 
Committee.  

 

Section 13: The CRC shall have the following duties and 
powers: 

(1) monitor the undertaking in accordance with the 
policy and plan according to section 9 (1) and 
section 42;  

(2) monitor and undertake in order to cope with 
Cyber Threats at critical level in accordance with 
section 61, section 62, section 63, section 64, 
section 65, and section 66;  

(3) regulate the undertaking of the national 
coordinating agencies for the security of 
computer systems and the incident response and 
computer forensic science;  

(4) determine the Code of Practice and standard 
framework in Maintaining Cybersecurity which 
are the minimum requirement in the act of 
Maintaining Cybersecurity for the Government 
Agency and the Organization of Critical 
Information Infrastructure, including determining 
the measure for risk assessment of, responses to, 
and coping with the Cyber Threats when there 
are any Cyber Threats or incidents that affect or 
may significantly or severely affect or damage the 
information system of the country for the quick, 
efficient, and united act of Maintaining 
Cybersecurity;  

(5) determine the duties of Organization of Critical 
Information Infrastructure and duties of the 
Supervising or Regulating Organization which 
should at least determine the duties for the 
Supervising or Regulating Organization to 
determine the appropriate standards for each 
Organization of Critical Information Infrastructure 
and Government Agency in coping with Cyber 
Threats;  

(6) prescribe the level of Cyber Threats including the 
details of the measures to prevent, cope with, 
assess, suppress, and suspend the Cyber Threats 
at each level to present to the Committee; 

(7) analyze the situation and evaluate the effect from 
Cyber Threats, in order to propose to the 
Committee to consider issuing an order, in the 
case there is or may be an occurrence of a Cyber 
Threat in a level that is more critical. 

 

In determining the standard framework according to 
paragraph one (4), the risk management principals 
shall be considered, which shall contain at least the 
approaches and measures as follows:  

(1) specification of the risk that may occur to the 
computer, computer data, computer system, 
other information related to computer system, 
property, and life and body of a person;  

Section 13: The CRC shall have the following duties 
and powers: 

(1) monitor the undertaking in accordance with the 
evidence-based policy and plan according to 
section 9 (1) and section 42;  

(2) monitor and undertake in order to cope with 
address Cyber Threats through comprehensive 
evaluation and identification using publicly 
available criteria to determine if a threat is at 
critical level in accordance with section 61, 
section 62, section 63, section 64, section 65, and 
section 66 66 only to the extent that is necessary 
and proportional, following due process, 
notifying users, and respecting the integrity of 
communications and systems; 

(3) regulate the undertaking of the national 
coordinating agencies for the security of 
computer systems and the incident response and 
computer forensic science; 

(4) determine the comprehensive and publicly 
available Code of Practice and standard 
framework in Maintaining Cybersecurity which 
are the minimum requirement in the act of 
Maintaining Cybersecurity for the Government 
Agency and the Organization of Critical 
Information Infrastructure, including determining 
the measure for risk assessment of, responses to, 
and coping with addressing the Cyber Threats 
when there are any Cyber Threats or incidents 
that affect or may significantly or severely affect 
or damage the information system of the country 
for the quick, efficient, and united act of 
Maintaining Cybersecurity while retaining the 
integrity of these systems and integrating the 
input of relevant stakeholders; 

(5) determine the duties of Organization of Critical 
Information Infrastructure and duties of the 
Supervising or Regulating Organization which 
should at least proactively determine the duties 
for the Supervising or Regulating Organization to 
determine the appropriate standards for each 
Organization of Critical Information 
Infrastructure and Government Agency in coping 
with addressing Cyber Threats as is necessary 
and to the extent required, without compelling 
the violation of individual rights; 

(6) prescribe the level of Cyber Threats using clear 
evaluation and identification through publicly 
available criteria; including the details of the 
measures to prevent, cope with address, assess, 
suppress, and suspend the Cyber Threats at each 
level to present to the Committee subject to 
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(2) measures to prevent the risk that may occur;  
(3) measures to examine and monitor the Cyber 

Threats;  
(4) measures to respond when the Cyber Threats are 

detected;  
(5) measures to remedy and restore the damage 

occurred from a Cyber Threat.  

 

periodic assessment on its lawfulness by the 
tripartite agency; 

(7) analyze the situation and evaluate the effect 
from Cyber Threats, in order to propose to the 
Committee to consider issuing an order, in the 
case there is or may be an occurrence of a Cyber 
Threat in a level that is more critical with results 
used for the review of cybersecurity policies and 
frameworks. 

 

In determining the standard framework according to 
paragraph one (4), the risk management principals 
balanced with the respect for individual rights and 
technical capabilities shall be considered, which shall 
contain at least the approaches and measures as 
follows:  

(1) specification of the legitimate risk that may occur 
to the computer, computer data, computer 
system, other information related to computer 
system, property, and life and body of a person;  

(2) measures to prevent the risk that may occur that 
are legitimate and applied to situations where 
there is a reason to believe that a threat may 
exist;  

(3) measures to clearly examine and credibly 
monitor the Cyber Threats in situations where 
there is evidence to believe that there may be a 
risk of serious harm;  

(4) measures to respond when the Cyber Threats are 
detected as necessary and proportionate;  

(5) measures to remedy and restore the damage 
occurred from a Cyber Threat.  
 

Section 14: In order to act in accordance with section 
13 paragraph one (2) to cope with Cyber Threats in a 
timely manner, the CRC may assign the Minister of the 
Digital Economy and Society, Supreme Commander, 
and other directors as determined by the CRC to 
jointly perform such duty, and may determine that the 
Supervising or Regulating Organization and the 
threatened Organization of Critical Information 
Infrastructure shall join in order to act, coordinate, 
and provide support.  

 

The performance under paragraph one shall be in 
accordance with the rules prescribed by the CRC. 

Section 14: In order to act in accordance with section 
13 paragraph one (2) to cope with address Cyber 
Threats in a timely manner, the CRC may assign the 
Minister of the Digital Economy and Society, Supreme 
Commander, and other directors as determined by 
the CRC to jointly perform such duty, and may 
determine that the Supervising or Regulating 
Organization and the threatened Organization of 
Critical Information Infrastructure shall join in order 
to act, coordinate, and provide support.  

 

The performance under paragraph one shall be in 
accordance with the rules prescribed by the CRC 
subject to review by the tripartite agency that will 
guarantee procedural fairness. 

Section 15: The provision of section 6, section 7, and 
section 8 shall be applied to the honorary directors in 
the CRC mutatis mutandis. 

Section 15: The provision of section 6, section 7, and 
section 8 shall be applied to the honorary directors in 
the CRC mutatis mutandis using transparent 
methods. 

Section 16: The CRC shall have the power to appoint 
the sub-committee to perform any tasks as assigned 
by the CRC. 

Section 16: The CRC shall have the power to appoint 
the sub-committee that is qualified and publicly 
identified to perform any tasks as assigned by the 
CRC. 
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Section 17: The meeting of the CRC and the sub-
committee shall be in accordance with the rules as 
determined by the CRC, where the meeting may 
proceed via electronic means or other means. 

Section 17: The meeting of the CRC and the sub-
committee shall be in accordance with the publicly 
available and accessible rules as determined by the 
CRC, where the meeting may proceed via electronic 
means or other means and documented. 

Section 19: In order to perform the duties in accordance 
with this Act, the Competent Official shall present 
his/her identification card to the relevant person.  

 

In the appointment of the Competent Official, the 
Minister shall consider appointing a person with the 
knowledge and expertise in Maintaining Cybersecurity 
to be the Competent Official to perform any tasks under 
this Act. The level of such knowledge and expertise of 
the Competent Official shall be in accordance with the 
notification prescribed by the CRC.  

 

The identification card issued to the Competent Official 
shall be in accordance with the notification prescribed 
by the CRC. 

Section 19: In order to perform the duties in 
accordance with this Act, the Competent Official shall 
present his/her identification card to the relevant 
person.  

 

In the appointment of the Competent Official, the 
Minister shall consider appointing a person with the 
proven knowledge and expertise in Maintaining 
Cybersecurity to be the Competent and independent 
Official to perform any tasks under this Act. The level 
of such knowledge and expertise of the Competent 
Official shall be in accordance with the notification 
prescribed by the CRC.  

 

The identification card issued to the Competent Official 
shall be in accordance with the publicly available and 
accessible notification prescribed by the CRC. 

Section 20: There shall be an Office of the National 
Cybersecurity Committee as a Government Agency 
who is a juristic person and not a government sector 
entity under the laws governing the administration or 
a state enterprise under the law on budget procedures 
or other laws. 

Section 20: There shall be an Office of the National 
Cybersecurity Committee as a Government Agency 
who is a juristic person and not a government sector 
entity under the laws governing the administration or 
a state enterprise under the law on budget 
procedures or other laws. However, for the purposes 
of accountability, the practices and procedures of the 
Office of the National Cybersecurity Agency shall be 
subject to regulation of the National Government 
Organization Act, 1991 the content of which shall be 
integrated into the guidelines for their operation. 

Section 21: The operation of the Office is not regulated 
by the labor protection law, labor relation law, social 
security law, and compensation fund law. However, 
officers and employees of the Office shall receive 
compensation not less than that specified under the 
labor protection law, social security law, and 
compensation fund law. 

Section 21: The operation of the Office is not 
regulated by the labor protection law, labor relation 
law, social security law, and compensation fund law. 
However, officers and employees of the Office shall 
strictly receive compensation not less than that 
specified under the labor protection law, social 
security law, and compensation fund law. 

Section 22: The Office shall be responsible for 
administrative, academic, meeting, and secretarial 
tasks of the Committee and the CRC, and shall also 
have the duties and powers to: 

(1) suggest and support preparation of the policy and 
plan on Maintaining Cybersecurity and the 
operational plan for Maintaining Cybersecurity in 
accordance with section 9 to the Committee; 

(2) prepare the Code of Practice and standard 
framework in Maintaining Cybersecurity in 
accordance with section 13 paragraph one (4), 
proposed to the CRC for the approval;  

(3) coordinate the acts of Maintaining Cybersecurity 
of Organization of Critical Information 

Section 22: The administration, research, and 
organizational teams of the Office; the Secretary of 
the NCSC, and the Cybersecurity Regulation 
Committee have the duty and responsibility to 
undertake the following:  

(1) suggest and support preparation of the evidence-
based policy and plan on Maintaining 
Cybersecurity and the operational plan for 
Maintaining Cybersecurity in accordance with 
section 9 to the Committee; 

(2) prepare the Code of Practice and standard 
comprehensive and publicly available framework 
in Maintaining Cybersecurity in accordance with 
section 13 paragraph one (4), proposed to the 
CRC for the approval; 
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Infrastructure in accordance with section 53 and 
section 54;  

(4) coordinate and cooperate in the establishment of 
coordinating agencies for Maintaining 
Cybersecurity in the country and foreign 
countries with respect to Cybersecurity Incidents 
and determining Cybersecurity Solutions;  

(5) act and coordinate with the Government Agency 
and private organizations in order to respond and 
cope with the Cyber Threats as assigned by the 
Committee;  

(6) monitor the risk of occurrence of Cyber Threats, 
follow, analyze, and process information in 
relation to the Cyber Threats and the alerts on 
the Cyber Threats;  

(7) perform, coordinate, support, and assist relevant 
agencies in complying with the policy and plan on 
Maintaining Cybersecurity, the operational plan 
for Maintaining Cybersecurity, and the measures 
to prevent, cope with, and mitigate the risks at 
Cyber Threats or as ordered by the Committee; 

(8) act and cooperate or assist in preventing, coping 
with, and mitigating the risks of Cyber Threats, 
especially Cyber Threats that affect or occur in 
relation to the Critical Information Infrastructure; 

(9) strengthen the knowledge and understanding in 
Maintaining Cybersecurity, including to create 
awareness of the incidents regarding the Cyber 
Threats in order to have a practical operation in a 
manner that is integrated and up-to-date;  

(10) act as central point of collection and analysis of 
data regarding Maintaining Cybersecurity of the 
country, and disseminating the information 
related to cybersecurity risks and incidents to 
Government Agencies and private organizations; 

(11) act as the central coordinator between the 
institution regarding Maintaining Cybersecurity of 
Government Agencies and private organizations, 
both in the country and in foreign countries;  

(12) make agreements and cooperate with 
organizations or institutions both in the country 
and in foreign countries for the operation in 
accordance with the duty and power of the 
Office, upon receiving approval from the 
Committee; 

(13) study and research necessary information 
required for Maintaining Cybersecurity, in order 
to prepare recommendations on measures for 
Maintaining Cybersecurity, including providing 
relevant agencies with training and practice for 
coping with the Cyber Threats; 

(14) enhance, support, and act in order to disseminate 
knowledge regarding Maintaining Cybersecurity, 
and provide trainings to enhance the skills and 
expertise in performing duties in relation to 
Maintaining Cybersecurity;  

(15) report the progress and situation for the 
execution of this Act including the problems, 
obstacles, and proposal to the Committee to 

(3) coordinate the acts of Maintaining Cybersecurity 
of Organization of Critical Information 
Infrastructure in accordance with Section 53 and 
Section 54 as is necessary and to the extent 
required, without compelling the violation of 
individual rights; 

(4) coordinate and cooperate in the establishment of 
coordinating agencies for Maintaining 
Cybersecurity in the country and foreign 
countries with respect to Cybersecurity Incidents 
and determining Cybersecurity Solutions 
domestically and also addresses international 
cybersecurity issues that have a negative 
domestic impact;  

(5) act and coordinate with the Government Agency 
and private organizations in order to respond and 
cope with address the Cyber Threats as assigned 
by the Committee, and that meets the criteria of 
necessity and proportionality; 

(6) monitor the risk of occurrence of Cyber Threats, 
follow, analyze, and process information in 
relation to the Cyber Threats and the alerts on 
the Cyber Threats through clear identification 
under publicly available criteria in situations 
where there is a evidence to believe that there 
may be a risk of serious harm, along with the 
reason behind such an identification; 

(7) perform, coordinate, support, and assist relevant 
agencies in complying with the policy and plan on 
Maintaining Cybersecurity, the operational plan 
for Maintaining Cybersecurity, and the legitimate 
measures to prevent, cope with address, and 
mitigate the risks at Cyber Threats or as ordered 
by the Committee, in line with other relevant and 
related domestic as well as international 
standards and legislations, in situations where 
there is a reason to believe that a threat may 
exist without determining this imminence of a 
threat by analysing the content of information; 

(8) act and cooperate or assist only as far as 
necessary, in preventing, coping with, and 
mitigating the risks of Cyber Threats in situations 
where there is evidence to believe that there 
may be a risk of serious harm, especially Cyber 
Threats that affect or occur in relation to the 
Critical Information Infrastructure; 

(9) strengthen the knowledge of all government 
agencies and authorities under the National 
Cybersecurity Act and understanding in 
Maintaining Cybersecurity, including to create 
awareness of the incidents regarding 
cybercrimes, digital issues, the Cyber Threats in 
order to have a practical operation in a 
innovative and collaborative manner that is 
integrated and up-to-date;  

(10) act as central point of collection and analysis of 
data regarding Maintaining Cybersecurity of the 
country, and disseminating the accurate legal 
and technical information related to 
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consider to proceed according to the period as 
determined by the Committee;  

(16) perform any other task related to Maintaining 
Cybersecurity of the country as assigned by the 
Committee or the Cabinet. 

 

For the benefit of acting according to the duties and 
powers in accordance with (6), the Office shall 
establish a national coordinating agency for 
maintaining the security of computer systems as an 
internal department of the Office, which shall have 
duties and powers as determined by the Committee.    

 

cybersecurity risks and incidents to implementing 
officials as well as Government Agencies and 
private organizations; 

(11) act as the central coordinator between the 
institution regarding Maintaining Cybersecurity 
of Government Agencies and private 
organizations, civil society, technical experts both 
in the country and in foreign countries; 

(12) make agreements and cooperate with 
organizations or institutions both in the country 
and in foreign countries for the operation in 
accordance with the duty and power of the 
Office, upon receiving approval from the 
Committee so as to benefit information systems, 
assets and individuals; 

(13) study and research necessary information 
required for Maintaining Cybersecurity, in order 
to prepare recommendations on legitimate 
measures for Maintaining Cybersecurity, 
including providing relevant agencies with 
training and practice for coping with the Cyber 
Threats, in situations where there is a reason to 
believe that a threat may exist that must be 
determined without assessing the content of 
information, but with a tripartite agency in place 
to monitor such preventive measures and an 
ombudsperson considering complaints in this 
respect; 

(14) enhance, support, and act in order to 
disseminate knowledge regarding Maintaining 
Cybersecurity amongst all government agencies 
and authorities under the National Cybersecurity 
Act, and provide trainings to enhance the skills 
and expertise in performing duties in relation to 
Maintaining Cybersecurity, technical aspects and 
individual rights; 

(15) report the progress and situation for the 
execution of this Act including the problems, 
obstacles, and proposal to the Committee to 
consider to proceed according to the period as 
determined by the Committee, complying with 
standards off procedural fairness through steps 
such as user notification and integrity of systems 
involved; 

(16) perform any other task related to Maintaining 
Cybersecurity of the country as assigned by the 
Committee or the Cabinet, subject to periodic 
assessment on its lawfulness by the tripartite 
agency. 

 

For the benefit of acting according to the duties and 
powers in accordance with (6), the Office shall 
establish a national coordinating agency for 
maintaining the security of computer systems as an 
internal department of the Office, which shall have 
duties and powers as determined by the Committee, 
subject to periodic assessment on its lawfulness by 
the tripartite agency. 
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Section 24: Money and properties of the Office under 
paragraph one must be provided to the treasury as 
national revenue. 

Section 24: Money and assets of the Office according 
to (1) are to be publicly disclosed and delivered to the 
treasury as income of the State. 

Section 25: There shall be a Committee Managing the 
Office of the National Cybersecurity Committee, 
abbreviated as "CMO," to supervise the general 
administration of the Office, consisting of the Minister 
of the Digital Economy and Society as the chairperson, 
Permanent Secretary of the Ministry of Digital 
Economy and Society, Director General of the 
Controller General's Department, the Secretary-
General of the Civil Service Commission, the Secretary-
General of the Office of the Public Sector 
Development, and honorary directors not exceeding 
six persons to be directors. 
 
The honorary directors under paragraph one shall be 
appointed by the Cabinet among the persons who 
have knowledge, expertise, and remarkable 
competency in Maintaining Cybersecurity, information 
technology and communications, economics, social 
science, law, business management, or other relevant 
aspects which are beneficial to the operation of the 
CMO in accordance with the criteria and method as 
determined by the Committee. 

Section 25: There shall be a Committee Managing the 
Office of the National Cybersecurity Committee, 
abbreviated as "CMO," to supervise the general 
administration of the Office, consisting of the Minister 
of the Digital Economy and Society as the chairperson, 
Permanent Secretary of the Ministry of Digital 
Economy and Society, Director General of the 
Controller General's Department, the Secretary-
General of the Civil Service Commission, the 
Secretary-General of the Office of the Public Sector 
Development, and honorary directors not exceeding 
six independent persons to be directors. 
 

The honorary directors under paragraph one shall be 
appointed by the Cabinet among the persons who 
have knowledge, expertise, and remarkable 
competency in Maintaining Cybersecurity, 
information technology and communications, 
economics, social science, law, business management, 
or other relevant aspects which are beneficial to the 
operation of the CMO in accordance with the publicly 
available and accessible criteria and method as 
determined by the Committee. 

 

This Committee shall perform its function of 
overseeing the management of the Office, which shall 
not replace any authority performing the function of 
tripartite agency. 

 

Section 27: The CMO shall have the following duties 
and powers: 
(1) determine the management policy and approve 

the operational plan of the Office;  
(2) issue regulations regarding the organization, 

finance, human resources, general management, 
stock, internal inspection, and other support and 
welfare of the Office;  

(3) approve the payment plan and annual expense 
budget of the Office;  

(4) control the management and operation of the 
Office and Secretary-General in accordance with 
this Act and other relevant laws;  

(5) analyze the administrative order of the Secretary-
General in relation to the management of the 
Office;  

(6) evaluate the result of the operation of the Office 
and the execution of the Secretary-General; 

(7) perform any other task as specified under this Act 
or other relevant laws as duties and powers of 
the CMO or as assigned by the Committee or the 
Cabinet. 

 

In performing the duties under paragraph one, the 
CMO may appoint a sub-committee to consider, 

Section 27: The CMO shall have the following duties 
and powers: 
(1) determine the management policy that is clear 

and precise and approve the operational plan of 
the Office;  

(2) issue regulations regarding the organization, 
finance, human resources, general management, 
stock, internal inspection, and other support and 
welfare of the Office, as well as penalty and fines 
to remedy violations by the Office;  

(3) approve the payment plan and annual expense 
budget of the Office in a transparent manner;  

(4) control the management and operation of the 
Office and Secretary-General in accordance with 
this Act and other relevant applicable domestic 
and international laws and policy including those 
that protect individual rights to freedom and 
privacy;  

(5) analyze the administrative order of the 
Secretary-General in relation to the management 
of the Office in a timely manner;  

(6) evaluate the result of the operation of the Office 
and the execution of the Secretary-General and 
utilizing this for the review of the policy and 
management of the Office; 
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suggest, or perform any act as assigned by the CMO, 
with performance of such duties and meetings to be in 
accordance with the criteria and method determined 
by the CMO. 

 

The CMO may appoint the honorary committee who 
has expertise in aspects beneficial to the operation of 
the Office as a consultant of the CMO under the 
criteria and method determined by the Committee. 

 

(7) perform any other task as specified under this 
Act or other relevant laws as duties and powers 
of the CMO or as assigned by the Committee or 
the Cabinet and subject to revision, which must 
be in line with international standards. 

 

In performing the duties under paragraph one, the 
CMO may appoint a qualified and publicly identified 
sub-committee to consider, suggest, or perform any 
act as assigned by the CMO, with performance of such 
duties and meetings to be in accordance with the 
comprehensive and accessible criteria and method 
determined by the CMO. 

 

The CMO may appoint the honorary committee who 
has expertise in aspects beneficial to the operation of 
the Office as a consultant of the CMO under the 
comprehensive, publicly available and accessible 
criteria and method determined by the Committee. 

Section 30: A Secretary-General shall have the 
following qualifications 

Section 30: A Secretary-General shall have the 
following qualifications determined following a 
transparent assessment 

Section 31: A person having any of the following 
characteristics shall be prohibited 

Section 31: A person having any of the following 
characteristics shall be prohibited, as determined 
following an independent and transparent assessment 

Section 34: Each year, there shall be a performance 
evaluation of a Secretary- General in accordance with 
the period and method determined by the Committee. 

Section 34: Each year, there shall be a performance 
evaluation of a Secretary- General in accordance with 
the clearly defined period and accessible method 
determined by the Committee. 

Section 35: Apart from the expiration of term, a 
Secretary-General vacates office upon: 

(1) death; 
(2) resignation; 
(3) lacking qualifications as specified in section 30 or 

possessing prohibited characteristics as specified 
in section 31; 

(4) resolution for removal passed by the Committee 
on grounds of unsatisfactory or dishonest 
performance of duties, disgraceful behavior, or 
incapacity; 

(5) removal from the Committee based on failure to 
pass the performance evaluation; and 

(6) vacating in accordance with the terms specified 
under the employment agreement or agreement 
between the Committee and the Secretary-
General. 

Section 35: Apart from the expiration of term, a 
Secretary-General vacates office upon: 

(1) death; 
(2) resignation; 
(3) lacking qualifications as specified in section 30 or 

possessing prohibited characteristics as specified 
in section 31; 

(4) resolution for removal passed by the Committee 
on grounds of unsatisfactory or dishonest 
performance of duties, disgraceful behavior, or 
incapacity determined through specific criteria; 

(5) removal from the Committee based on failure to 
pass the performance evaluation that is 
conducted in a fair and transparent manner; and 

(6) voluntarily vacating in accordance with the terms 
specified under the employment agreement or 
agreement between the Committee and the 
Secretary-General. 

 

 

Section 36: A Secretary-General under the supervision 
of the Committee, CRC, and CMO shall comply with 
the orders of the Committee, CRC, and CMO under the 
duties and powers as follows: 

Section 36: A Secretary-General under the supervision 
of the Committee, CRC, and CMO shall comply with 
the orders of the Committee, CRC, and CMO under 
the duties and powers as follows: 
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(1) manage the operation of the Office to accomplish 
in accordance with the mission of the Office, and 
with the policy and plan on Maintaining 
Cybersecurity, the operational plan for 
Maintaining Cybersecurity, the policies of the 
Cabinet and the Committee, and regulations, 
policies, resolutions and notifications of the CMO; 

(2) issue regulations under the policy of the 
Committee and CRC that are not contrary to the 
law, Cabinet resolutions, and the regulations, 
policies, resolutions, and notifications 
determined by the Committee and CRC;  

(3) be a supervisor of the officers and employees of 
the Office and evaluate the performances of 
officers and employees of the Office in 
accordance with the regulations of the CMO and 
the rules of the Office; 

(4) appoint the deputy Secretary-General or assistant 
of the Secretary-General as approved by the 
Committee to be an assistant in the operation of 
the Secretary- General as assigned by the 
Secretary-General; 

(5) assign, appoint, promote, demote, deduct the 
salaries or wages of, execute disciplinary action 
against officers and employees of the Office, and 
remove officers and employees of the Office in 
accordance with the regulations determined by 
the CMO and the rules of the Office; 

(6) perform any other task as specified under the 
regulations, policies, resolutions, or notifications 
of the CMO or the CRC. 

 

(1) manage the operation of the Office to 

accomplish in accordance with the mission of the 

Office, and with the evidence-based policy and 

plan on Maintaining Cybersecurity, the 

operational plan for Maintaining Cybersecurity, 

the policies of the Cabinet and the Committee, 

and regulations, policies, resolutions and 

notifications of the CMO; 

(2) issue regulations under the policy of the 

Committee and CRC that are not contrary to the 

law, Cabinet resolutions, and the comprehensive, 

publicly available and accessible regulations, 

policies, resolutions, and notifications 

determined by the Committee and CRC; 

(3) be a supervisor of the officers and employees of 

the Office and evaluate the performances of 

officers and employees of the Office in 

accordance with the regulations of the CMO and 

the rules of the Office; 

(4) appoint the a qualified deputy Secretary-General 
or assistant of the Secretary-General as 
approved by the Committee to be an assistant in 
the operation of the Secretary- General as 
assigned by the Secretary-General; 

(5) assign, appoint, promote, demote, deduct the 
salaries or wages of, execute disciplinary action 
against officers and employees of the Office, and 
remove officers and employees of the Office in 
accordance with the comprehensive, publicly 
available and accessible regulations determined 
by the CMO and the rules of the Office; 

(6) perform any other task as specified under the 
regulations, policies, resolutions, or notifications 
of the CMO or the CRC. This may be subject to 
review by the tripartite agency or by competent 
grievance redressal mechanisms. 
 

Section 39: The Office shall prepare an annual report 
to be submitted to the Committee within one hundred 
and eighty days from the end of the fiscal year, and 
shall disclose the annual report to the public.  

 

The annual report under paragraph one shall describe 
the details of balance sheets as approved by an 
auditor, the performance of the Office, and the 
outcome of the performance evaluation of the Office 
during the previous fiscal year.  

 

The evaluation of the Office under paragraph two shall 
be done by an external person who has been approved 
by the CMO.   

Section 39: The Office shall prepare an annual report 
to be submitted to the Committee within one 
hundred and eighty days from the end of the fiscal 
year, and shall disclose the annual report to the 
public.  

 

The annual report under paragraph one shall describe 
the details of balance sheets as approved by an 
auditor, the performance of the Office, and the 
outcome of the performance evaluation of the Office 
during the previous fiscal year.  

 
The evaluation of the Office under paragraph two 
shall be done by an external independent and 
qualified person who has been approved by the CMO. 
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Section 41: Maintaining Cybersecurity shall take into 
consideration the unity and integration of the 
operation of Government Agencies and private 
organizations, and shall align with the national policy 
and plan regarding the digital development for 
economy and society in accordance with the laws 
regarding the digital development for economy and 
society, and the policy and master plan which are 
related to maintaining the security of the National 
Security Council.  

 

The operation on Maintaining Cybersecurity shall aim 
to create the capability to prevent, cope with, and 
mitigate risks from Cyber Threats, especially in 
protecting the Critical Information Infrastructure of 
the country.  

Section 41: Maintaining Cybersecurity shall take into 
consideration the unity and integration as well as 
inclusivity and collaboration of the operation of 
Government Agencies and private organizations, and 
shall align with the national policy and plan regarding 
the digital development for economy and society in 
accordance with the laws regarding the digital 
development for economy and society, and the policy 
and master plan which are related to maintaining the 
security of the National Security Council.  

 

The operation on Maintaining Cybersecurity shall aim 
to create the capability to prevent, cope with address, 
and mitigate risks from Cyber Threats, especially in 
protecting the Critical Information Infrastructure of 
the country. 

Section 42: The policy and plan on Maintaining 
Cybersecurity shall at least contain the following 
objectives and approaches: 

(1)  integration of management in Maintaining 
Cybersecurity of the country;  

(2)  establishment of measures and mechanisms to 
develop capability to prevent, cope with, and 
mitigate the risks from Cyber Threats; 

(3)  establishment of measures to protect the Critical 
Information Infrastructure of the country; 

(4)  cooperation between the public and private 
sector, and international cooperation for 
Maintaining Cybersecurity;  

(5)  research and development of technology and 
knowledge related to Maintaining Cybersecurity; 

(6)  development of personnel and experts in 
Maintaining Cybersecurity, both in the public and 
the private sector;  

(7)  creation of awareness and knowledge in 
Maintaining Cybersecurity;  

(8)  development of rules and laws for Maintaining 
Cybersecurity. 

 

Section 42: The policy and plan on Maintaining 
Cybersecurity shall at least contain the following 
objectives and approaches: 

(1)  integration of management in Maintaining 
Cybersecurity of the country;  

(2)  establishment of measures and mechanisms to 
develop capability to prevent, cope with address, 
and mitigate the risks from Cyber Threats; 

(3)  establishment of measures to protect the Critical 
Information Infrastructure of the country; 

(4)  cooperation between the public and private 
sector, and international cooperation for 
Maintaining Cybersecurity;  

(5)  research and development of technology and 
knowledge related to Maintaining Cybersecurity; 

(6)  development of personnel and experts in 
Maintaining Cybersecurity, both in the public and 
the private sector;  

(7)  creation of awareness and knowledge in 
Maintaining Cybersecurity including amongst civil 
society;  

(8)  development of rules and laws for Maintaining 
Cybersecurity; and 

(9)  Learning from and adapting to changing 
technology that could enhance or compromise 
cyber-capability. 

 

Section 43: The Committee shall prepare a policy and 
plan for Maintaining Cybersecurity in accordance with 
section 42 to propose to the Cabinet for approval, 
which shall be published in the Government Gazette. 
Once published, Government Agencies, Supervising or 
Regulating Organizations, and Organizations of Critical 
Information Infrastructure as determined in the plan 
on Maintaining Cybersecurity shall take action to be in 
accordance with such policy and plan.  

 

In preparing the policy and plan under paragraph one, 
the Office shall hold a hearing or meeting with the 

Section 43: The Committee shall prepare a policy and 
plan for Maintaining Cybersecurity in accordance with 
section 42 to propose to the Cabinet and by all 
stakeholders to the process for approval, which shall 
be published in the Government Gazette. Once 
published, Government Agencies, Supervising or 
Regulating Organizations, and Organizations of Critical 
Information Infrastructure as determined in the plan 
on Maintaining Cybersecurity shall take action to be in 
accordance with such policy and plan, in so far as it 
does not violate or compel the violation of individual 
rights. 
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Government Agency, Supervising or Regulating 
Organization, and Organization of Critical Information 
Infrastructure.  

 
In preparing the policy and plan under paragraph one, 
the Office shall hold a hearing or meeting with the 
Government Agency, Supervising or Regulating 
Organization, and Organization of Critical Information 
Infrastructure, and with other stakeholders such as 
the private sector, technical experts and civil society. 
 

Section 44: The Government Agency, Supervising or 
Regulating Organization, and Organization of Critical 
Information Infrastructure shall prepare a Code of 
Practice and standard framework for Maintaining 
Cybersecurity of each organization in accordance with 
the policy and plan on Maintaining Cybersecurity 
without delay.  

 

The Code of Practice for Maintaining Cybersecurity 
under paragraph one, at least, shall consist of the 
following: 

(1) the plan for examining and assessing risks related to 
Maintaining Cybersecurity by an examiner, internal 
auditor, or independent external auditor, at least once 
per year;  

(2) the plan for coping with Cyber Threats.  
 
For the benefit of preparing the Code of Practice for 
Maintaining Cybersecurity in paragraph one, the 
Office, upon the approval of the Committee, shall 
prepare a Code of Practice and standard framework 
for the Government Agency, Supervising or Regulating 
Organization, or Organization of Critical Information 
Infrastructure to use as a guideline to prepare or 
exercise as a Code of Practice of the Government 
Agency, Supervising or Regulating Organization, or 
Organization of Critical Information Infrastructure. In 
case such organizations do not yet have or have but 
incomplete or is not in accordance with the Code of 
Practice and standard framework, such Code of 
Practice and standard framework shall be enforced. 

Section 44: The Government Agency, Supervising or 
Regulating Organization, and Organization of Critical 
Information Infrastructure shall prepare a Code of 
Practice and standard framework for Maintaining 
Cybersecurity of each organization in accordance with 
the policy and plan on Maintaining Cybersecurity 
without delay, and to the extent that they comply 
with other relevant domestic laws and international 
legislations or standards. 

 

The Code of Practice for Maintaining Cybersecurity 
under paragraph one, at least, shall consist of the 
following: 

(3) the plan for examining and assessing risks related to 
Maintaining Cybersecurity by an examiner, internal 
auditor, or independent external auditor, in a uniform 
and transparent manner at least once per year;  

(4) the plan for coping with Cyber Threats that does not 
harm the protection of individual rights.  
 
For the benefit of preparing the Code of Practice for 
Maintaining Cybersecurity in paragraph one, the 
Office, upon the approval of the Committee, shall 
prepare a Code of Practice and standard framework 
for the Government Agency, Supervising or Regulating 
Organization, or Organization of Critical Information 
Infrastructure to use as a guideline to prepare or 
exercise as a Code of Practice of the Government 
Agency, Supervising or Regulating Organization, or 
Organization of Critical Information Infrastructure. In 
case such organizations do not yet have or have but 
incomplete or is not in accordance with the Code of 
Practice and standard framework, such Code of 
Practice and standard framework shall be enforced 
following a periodic review and assessment to 
improve their practices. 

Section 45: The Government Agency, Supervising or 
Regulating Organization, and Organization of Critical 
Information Infrastructure have a duty to prevent, 
cope with, and mitigate risks from Cyber Threats in 
accordance with the Code of Practice and standard 
framework for Maintaining Cybersecurity of each 
organization and shall act in order to be in compliance 
with the Code of Practice and standard framework for 
Maintaining Cybersecurity in accordance with section 
13 paragraph one (4). 

Section 45: The Government Agency, Supervising or 
Regulating Organization, and Organization of Critical 
Information Infrastructure have a duty to prevent, 
cope with address, and mitigate risks from Cyber 
Threats in accordance with the Code of Practice and 
standard framework for Maintaining Cybersecurity of 
each organization and shall act in order to be in 
compliance with the Code of Practice and standard 
framework for Maintaining Cybersecurity in 
accordance with section 13 paragraph one (4); in 
situations where there is evidence to believe that 
there may be a risk of serious harm. 
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Section 46: For the benefit of Maintaining 
Cybersecurity, the Government Agency, Supervising or 
Regulating Organization, and Organization of Critical 
Information Infrastructure shall notify the name of 
executive officials and operational officials for the 
coordination of Maintaining Cybersecurity to the 
Office.   

Section 46: For the benefit of Maintaining 
Cybersecurity, the Government Agency, Supervising or 
Regulating Organization, and Organization of Critical 
Information Infrastructure shall notify the name of 
executive officials and operational officials for the 
coordination of Maintaining Cybersecurity to the 
Office.  

Section 47: In case the performance of the duties in 
accordance with this Act requires knowledge and 
expertise, the Committee or the CRC may assign the 
Secretary-General to hire an expert as appropriate for 
each specific task.  

 

The expert in paragraph one shall have appropriate 
qualifications or experience in accordance with the 
notification prescribed by the Committee.  

Section 47: In case the performance of the duties in 
accordance with this Act requires knowledge and 
expertise, the Committee or the CRC may assign the 
Secretary-General to hire an expert as appropriate for 
each specific task. 

 

The expert in paragraph one shall have appropriate 
qualifications or experience in accordance with the 
notification prescribed by the Committee, with a 
transparent selection process.  

 

 Section 84: The tripartite agency shall be responsible 
for auditing through continuous semi-annual or 
annual monitoring and evaluation of the progress and 
efficiency of implementation of the Act. This shall be 
done by setting out indicators to analyze the 
performance of the Act, to address its ability to meet 
the needs and set out responsibilities of all 
stakeholders. The report produced using these key 
metrics shall be submitted to the Council of Ministers, 
the Committee and made available to the general 
public. This input may be used to review the National 
Cybersecurity Act of Thailand after a period of time, to 
integrate development in technology, change in 
cyberattacks and violation of rights as a result. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

47 

 

 

 

 

5.4.1. Context 
 

The National Cybersecurity Act as discussed above provides extensive power to the NCSC, CRC, the Office 

of the National Cybersecurity Committee, the CMO, as well as to supervising and regulatory bodies that 

are involved in the protection of the digital space through identification, protection and mitigation of 

cybersecurity threats. This extensive power also extends to control over CIIs. This power allows the bodies 

and agencies under the Act to apply their discretion as they choose to. CIIs would need to have something 

to offer the control authorities to leverage their power and regain control. CIIs in turn could also try to 

exercise control over the general public, which could require leveraging in return. This interplay of power 

and wrestling for control could lead to dubious circumstances, that would worsen the lack of transparency. 

 

 

 

a. Identification of Critical Information Infrastructure (CII)  
 

As discussed under Challenge 1, Sections 3, 48 and 49 of the Act have left the definition of CIIs open to 

interpretation. Section 49 has identified CIIs as those that contribute to (1) national security; (2) 

substantive public service; (3) banking and finance; (4) Information technology and telecommunications; 

(5) transportation and logistics; (6) energy and public utilities; and (7) public health. It also provides that 

other organizations can be identified as CIIs as deemed necessary by the NCSC. In this respect, the NCSC 

must announce and publish in the Government Gazette, a set of rules for the identification of CIIs. 

However, there is no solution provided in case the rules prove to give authorities excessive control and 

the only oversight can be exercised by the Cabinet, who may not express any objection to a guideline 

drafted by a Committee that is Chaired by the Prime Minister, who has probably assigned them their 

position to start with. In such circumstances, the NCSC will have the freedom to identify any organization 

or types of organizations as CIIs. For example, if a political regime considers all digital media could threaten 

their position of power and thus ‘social order’, they could easily provide criteria that identifies all digital 

media organizations as CII. Such a move will further threaten online freedom and the civic space, and all 

CIIs that fall under the category of ‘digital media organizations’ would either practice self-censorship to 

protect their existence, make themselves ‘useful’ to the government authorities or have to face their ire. 
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b. Reporting obligations of CIIs, with respect to cybersecurity incidents 
 

CIIs, such as government agencies and organizations of CIIs face a difficult challenge with respect to 

cybersecurity incident responses, particularly private entities. Government agencies would most likely 

have different standards applied to them, as compared to the private sector. The main difficulty is 

excessive government intrusion in the form of reporting cybersecurity threats to authorities under 

Sections 54, 55, 57, 73 and 74 of the Act, with CIIs having to report all threats. It is often difficult for the 

private sector to monitor and constantly report all threats, with the nature of threats changing and the 

information to be shared sometimes being confidential. Sometimes it is also impossible to determine if 

something is a threat, until a cyberattack has taken place. Over-reporting in the absence of a proven risk 

could lead to private sector enterprises not taking appropriate action when ‘a real risk of harm’ exists. If a 

risk assessment report submitted by organizations or individuals is not proper it may also have to be 

compiled and submitted again. Failure to report or submit risk assessment reports could result in 

imprisonment and heavy penalty, according to Sections 73 and 74 of the Act. In this situation, with 

government authorities having the upper hand, it would be easy for private sector enterprises to make 

a wrong decision to compromise the privacy and human rights of individuals if asked to; or by passing 

on the burden to individuals they provide a service to, such as in the case of financial institutions that 

could overcharge for services. Collaboratively tackling cybersecurity threats with all stakeholders, rather 

than over broad reporting obligations with strict government oversight could remove the difficult 

atmosphere this would create, particularly for the private sector.  

 

This is a clear cyclical situation where controlling authorities could use their discretion to exert power over 

CIIs, until the CII can offer the control authority something to regain power; and CIIs could leverage and 

hold their authority over the public. 

 
 

5.4.2. Recommended Amendments 
 

Original Text 

(in sequential order) 

Suggested Changes, Deletions and Additions to 
the National Cybersecurity Act 

Section 48: The Critical Information Infrastructure is an 
operation which are important to national security, 
military security, economic security, and public order 
in the country, and it shall be the duty of the Office to 
assist and provide assistance to prevent, cope with, 
and mitigate risks from Cyber Threats, especially, 
Cyber Threats that affect or occur in relation to the 
Critical Information Infrastructure. 

Section 48: The Critical Information Infrastructure is 
an operation which are is important to national 
security, military security, economic security, 
individual security, privacy and public order in the 
country, and it shall be the duty of the Office to assist 
and provide assistance to prevent, cope with address, 
and mitigate risks from Cyber Threats, especially, 
Cyber Threats that affect or occur in relation to the 
Critical Information Infrastructure. 

Section 49: The Committee shall have the power to 
prescribe in a notification the characteristics of the 
organizations that have a mission or provide services 
in the following aspects, as an Organization of Critical 
Information Infrastructure: 

(1) national security; 
(2) substantive public service;  
(3) banking and finance; 
(4) Information technology and telecommunications; 
(5) transportation and logistics; 
(6) energy and public utilities; 
(7) public health;  

Section 49: The Committee shall have the power to 
prescribe in a notification prior to implementation of 
this Act the clearly identifiable characteristics of the 
organizations that have a mission or provide services 
in the following aspects, as an Organization of Critical 
Information Infrastructure: 

(1) national security; 
(2) substantive public service;  
(3) banking and finance; 
(4) Information technology and telecommunications; 
(5) transportation and logistics; 
(6) energy and public utilities; 
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(8) others as prescribed by the Committee. 

 

The consideration for the prescription of such mission 
or services under paragraph one shall be in 
accordance with the rules prescribed by the 
Committee, which shall be published in the 
Government Gazette. The Committee shall consider 
and review such prescription of the mission or services 
on a case-by-case basis as appropriate.  

(7) public health;  
(8) others as prescribed by the Committee based on 

their criticality and as agreed upon by other 
stakeholders in the process. 

 

The consideration for the prescription of such mission 
or services under paragraph one shall be in 
accordance with the rules prescribed by the 
Committee, which shall be published in the 
Government Gazette. The Committee shall consider 
and review such prescription of the mission or 
services on a case-by-case basis as appropriate. This 
identification shall also be subject to periodic review 
by the tripartite agency or a public-private 
collaboration established specifically for Critical 
Information Infrastructure Protection (CIIP).  

 

Section 50: The Committee has the power to prescribe 
the characteristics, duties, and responsibilities of the 
coordinating agency for maintaining the security of 
computer systems for the Organization of Critical 
Information Infrastructure of section 49 to coordinate, 
monitor, cope with, and resolve Cyber Threats by 
prescribing the Government Agency that is ready or 
such Critical Information Infrastructure Supervising or 
Regulating Organization to perform such duties for the 
Organization of Critical Information Infrastructure in 
accordance with section 49, in whole or in part.  

 

Consideration for the prescription of such mission or 
services under paragraph one shall be in accordance 
with the rules prescribed by the Committee, which 
shall be published in the Government Gazette. The 
Committee shall consider and review such prescription 
of the mission or services on a case-by-case basis as 
appropriate. 

Section 50: The Committee has the power to prescribe 
the characteristics, duties, and responsibilities of the 
coordinating agency for maintaining the security of 
computer systems for the Organization of Critical 
Information Infrastructure of section 49 to coordinate, 
monitor, cope with address, and resolve Cyber 
Threats by prescribing the Government Agency that is 
ready or such Critical Information Infrastructure 
Supervising or Regulating Organization to perform 
such duties for the Organization of Critical 
Information Infrastructure in accordance with section 
49, in whole or in part.  

 

Consideration for the prescription of such mission or 
services under paragraph one shall be in accordance 
with the rules prescribed by the Committee, which 
shall be published in the Government Gazette. The 
Committee shall consider and review such 
prescription of the mission or services on a case-by-
case basis as appropriate, while seeking the input of 
other stakeholders affected by this decision. 

 

Section 51: In the event of any inquiries or claims 
related to the characteristics of the organizations 
having the mission or providing the services as 
prescribed in accordance with section 49 or section 
50, the Committee shall make the final decision. 

Section 51: In the event of any inquiries or claims 
related to the characteristics of the organizations 
having the mission or providing the services as 
prescribed in accordance with section 49 or section 
50, the Committee shall make the final decision or a 
solution may be sought from an effective grievance 
redressal process as agreed upon by those involved. 

 

Section 52: For the benefit of coordination, the 
Organization of Critical Information Infrastructure 
shall notify the name and contact information of the 
owner, the person possessing the computer, and the 
person monitoring the computer system to the Office, 
its Supervising or Regulating Organization, and the 
organization under section 50, within thirty days from 
the date the Committee prescribes the notification in 
accordance with section 49 paragraph two and section 
50 paragraph two, or from the date the Committee 

Section 52: For the benefit of coordination, the 
Organization of Critical Information Infrastructure 
shall notify the name and contact information of the 
owner, the person possessing the computer, and the 
person monitoring the computer system to the Office, 
its Supervising or Regulating Organization, and the 
organization under section 50, within thirty days from 
the date the Committee prescribes the notification in 
accordance with section 49 paragraph two and 
section 50 paragraph two, or from the date the 
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issues a final judgement in accordance with section 51, 
as the case may be; the owner, the person possessing 
the computer, and the person monitoring the 
computer system shall at least be a person responsible 
for the management of such Organization of Critical 
Information Infrastructure.  

 

Committee issues a final judgement in accordance 
with section 51, as the case may be; the owner, the 
person possessing the computer, and the person 
monitoring the computer system shall at least be a 
person responsible for the management of such 
Organization of Critical Information Infrastructure. 

Section 53: In the operation of Maintaining 
Cybersecurity of the Organization of Critical 
Information Infrastructure, the Supervising or 
Regulating Organization shall examine the minimum 
cybersecurity standard of the Organization of Critical 
Information Infrastructure under its supervision. If 
found that Organization of Critical Information 
Infrastructure does not comply with the standards, the 
Supervising or Regulating Organization shall notify the 
Organization of Critical Information Infrastructure 
which is below the standards to make correction in 
order to meet the standards without delay. If such 
Organization of Critical Information Infrastructure 
neglects or fails to comply within the period 
prescribed by the Supervising or Regulating 
Organization, the Supervising or Regulating 
Organization shall notify the CRC for consideration 
without delay. 

 

Upon receipt of notification under paragraph one, if 
the CRC considers and views that there is such reason 
and which may cause a Cyber Threat, the CRC may 
perform the following: 

(1) in case of a Government Agency, the CRC shall 
notify the chief executive of the agency to 
exercise executive power to issue an order to the 
Government Agency or the Organization of 
Critical Information Infrastructure to correct and 
comply with the standards without delay;  

(2) in case of a private organization, the CRC shall 
notify the chief executive of the organization, the 
person possessing the computer, and the person 
monitoring the computer system of the 
Organization of Critical Information Infrastructure 
to make correction and comply with the 
standards without delay. 

Section 53: In the operation of Maintaining 
Cybersecurity of the Organization of Critical 
Information Infrastructure, the Supervising or 
Regulating Organization shall examine the minimum 
cybersecurity standard of the Organization of Critical 
Information Infrastructure under its supervision. If 
found that Organization of Critical Information 
Infrastructure does not comply with the standards, 
the Supervising or Regulating Organization shall notify 
the Organization of Critical Information Infrastructure 
which is below the standards to make correction in 
order to meet the standards without delay. If such 
Organization of Critical Information Infrastructure 
neglects or fails to comply within the period 
prescribed by the Supervising or Regulating 
Organization, the Supervising or Regulating 
Organization shall notify the CRC followed by an 
explanation for such a failure, for consideration 
without delay. 

 

Upon receipt of notification under paragraph one, if 
the CRC considers and views that there is such reason 
and which may cause a Cyber Threat that are highly 
imminent with material proof of the same particularly 
in situations where there is a reason to believe that 
there may be a risk of serious harm, the CRC may 
perform the following: 

(1) in case of a Government Agency, the CRC shall 
notify the chief executive of the agency to 
exercise executive power to issue an order to the 
Government Agency or the Organization of 
Critical Information Infrastructure to correct and 
comply with the standards without delay;  

(2) in case of a private organization, the CRC shall 
notify the chief executive of the organization, the 
person possessing the computer, and the person 
monitoring the computer system of the 
Organization of Critical Information 
Infrastructure to make correction and comply 
with the standards without delay. 

Section 54: The Organization of Critical Information 
Infrastructure shall conduct risk assessment on 
Maintaining Cybersecurity by having an examiner, 
including examination in the cybersecurity aspect by 
the information security auditor, internal auditor or 
external independent auditor, at least once per year. 

 

The Organization of Critical Information Infrastructure 
shall submit a summary report of the operation result 

Section 54: The Organization of Critical Information 
Infrastructure shall conduct risk assessment based on 
evidence obtained on Maintaining Cybersecurity by 
having an examiner, including examination in the 
cybersecurity aspect by the information security 
auditor, internal auditor or external independent 
auditor, at least once per year, in accordance with 
international standards in this respect particularly in 
situations where there is a reason to believe that 
there may be a risk of serious harm. 
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to the Office within thirty days after the operation has 
been finished. 

 

The Organization of Critical Information Infrastructure 
shall submit a summary report of the operation result 
to the Office within thirty days after the operation has 
been finished, with appropriate steps taken to protect 
the identify of users and their rights as well as the 
integrity of their information systems. 

 

Section 55: In case the CRC views that the risk 
assessment on Maintaining Cybersecurity or the 
examination in the cybersecurity aspect in accordance 
with section 54 is not in compliance with the 
standards according to the report of the Supervising or 
Regulating Organization, the CRC shall order the 
Organization of Critical Information Infrastructure to 
conduct the risk assessment again to be in accordance 
with the standards, or proceed with the examination 
in other aspects that may affect the Critical 
Information Infrastructure.  

 

In case the Organization of Critical Information 
Infrastructure has already conducted the risk 
assessment on Maintaining Cybersecurity or 
examination in the cybersecurity aspect of paragraph 
one but the CRC views that it is not in compliance with 
the standards, CRC may perform the following: 

(1) in case of a Government Agency, the CRC shall 
notify the chief executive of the agency to 
exercise executive power to issue an order to the 
Government Agency or Organization of Critical 
Information Infrastructure to correct and comply 
with the standards without delay;  

(2) in case of a private organization, the CRC shall 
notify the chief executive of the organization, the 
person possessing the computer, and the person 
monitoring the computer system of the 
Organization of Critical Information Infrastructure 
to make correction and comply with the 
standards without delay.  

 

The Secretary-General shall monitor to ensure 
compliance of paragraph two. 

 

Section 55: In case the CRC views that the risk 
assessment on Maintaining Cybersecurity or the 
examination in the cybersecurity aspect in accordance 
with section 54 is not in compliance with the 
standards according to the report of the Supervising 
or Regulating Organization, the CRC shall order 
encourage the Organization of Critical Information 
Infrastructure to proactively conduct the risk 
assessment again to be in accordance with the 
standards, or proceed with the examination in other 
aspects that may affect the Critical Information 
Infrastructure. 

 

In case the Organization of Critical Information 
Infrastructure has already conducted the risk 
assessment on Maintaining Cybersecurity or 
examination in the cybersecurity aspect of paragraph 
one but the CRC views that it is not in compliance with 
the standards and the criteria of fairness in terms of 
procedure and content, CRC may perform the 
following: 

(1) in case of a Government Agency, the CRC shall 
notify the chief executive of the agency to 
exercise executive power to issue an order to the 
Government Agency or Organization of Critical 
Information Infrastructure to correct and comply 
with the standards without delay; 

(2) in case of a private organization, the CRC shall 
notify the chief executive of the organization, the 
person possessing the computer, and the person 
monitoring the computer system of the 
Organization of Critical Information 
Infrastructure to make correction and comply 
with the standards without delay. 

 

The Secretary-General shall monitor to ensure 
compliance of paragraph two. 
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Section 56: The Organization of Critical Information 
Infrastructure shall establish a mechanism or process 
to monitor Cyber Threats or Cybersecurity Incidents 
which relates to its Critical Information Infrastructure 
in accordance with the standards as determined by 
the Supervising or Regulating Organization and in 
accordance with Code of Practice, including the 
system of Cybersecurity Solution as determined by the 
Committee or the CRC, and shall participate in the 
assessment on the readiness in coping with Cyber 
Threats as held by the Office. 

Section 56: The Organization of Critical Information 
Infrastructure shall establish a mechanism or process 
to monitor Cyber Threats or Cybersecurity Incidents 
which relates to its Critical Information Infrastructure 
in accordance with the publicly available and 
accessible standards as determined by the Supervising 
or Regulating Organization and in accordance with the 
publicly available and accessible Code of Practice, 
including the system of Cybersecurity Solution as 
determined by the Committee or the CRC, and shall 
participate in the assessment on the readiness in 
coping with Cyber Threats as held by the Office, unless 
they result in the violation of rights and public 
interest. 

Section 57: In the event of a Cyber Threat significantly 
occurring to the system of the Organization of Critical 
Information Infrastructure, the Organization of Critical 
Information Infrastructure shall report to the Office 
and the Supervising or Regulating Organization and 
cope with the Cyber Threats as prescribed in Part 4, 
the CRC may prescribe criteria and method of the 
reporting. 

Section 57: In the event of a Cyber Threat significantly 
occurring to the system of the Organization of Critical 
Information Infrastructure, the Organization of Critical 
Information Infrastructure shall report to the Office 
and the Supervising or Regulating Organization and 
cope with address the Cyber Threats as prescribed in 
Part 4, the CRC may prescribe criteria and method of 
the reporting, to which these critical information 
infrastructure organizations must also contribute. 
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5.5.1. Context 
 

 
 

 

 

In the National Cybersecurity Act, there is a very clear lack of strong checks and balances or in some cases 

they are absent altogether. In the case of non-critical and critical cybersecurity threats, a Court order is 

required before any action is taken as provided under Section 65 of the Act. While the access to checks 

and balance through the Court system is limited for non-critical level cybersecurity incidents, it is 

completely absent and glaringly so in the case of critical level and crisis level cybersecurity threats. For 

understanding this better, however, we shall have a look to crisis level cybersecurity threats and the gaps 

in checks and balances with respect to them. 

 

a. Crisis-level cybersecurity threats and the absence of checks and balances 
 

In the case of crisis level cybersecurity incidents, checks and balances are already absent throughout the 

process when it comes to accountability and transparency. This is seen as follows: (a) not providing clear 

criteria for identifying the existence of threats that may cause damage under Section 60 as crisis-level 

threats, without any proof required on evidence of it causing harm and without limiting action based on 

necessity to meet a legitimate aim or for it to be a proportionate response in terms of the threat faced; 

(b) not receiving the input of all stakeholders that could be affected, in the drafting of policy, strategies 

and guidelines, as well as in identification of threats or any other decision-making processes, an aspect 

which is restricted to very powerful authorities that are the only ones allowed to determine the existence 

of a crisis-level threat; (c) not having a credible or independent monitoring or oversight mechanism; (d) 

maintaining security of cyberspace by using national security related laws with the NCSC having authority 

following Section 67 of the Act, which by its nature will always prioritize security over the rights of 

individuals; and (e) not encouraging transparency in the form of publicly available and accessible 

implementation reports.  
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b. Crisis-level cybersecurity threats and the use of the Court system 
 

Lack of accountability in terms of decision-making 

and in other aspects makes it important to think 

about checks and balances through the Court 

system. The Court system cannot be used to 

appeal at all with respect to crisis-level 

cybersecurity threats as provided in Section 69, by 

those who are ordered to respond to these 

threats. However, there is solely one area where 

the connection with the Court system remains, 

however tenuous. This is in reporting to the Court 

under Section 68 of the Act when action is taken 

to prevent or remedy damages caused by critical-

level cybersecurity threats. This information is 

submitted as a notification of the operations to a 

Competent Court without delay. Individuals do 

not have a choice but to cooperate. This is 

following an order by the NCSC, assigning the 

power to act and to bypass a motion to the Court, 

prior to taking action. This is worsened by the fact 

that nowhere in the Act is there any information 

on what type of action could be taken in response 

to crisis-level cybersecurity threats at all. 

 

 

 

 

 

 



 
 

55 

 

5.5.2. Recommended Amendments 
 

Original Text 

(in sequential order) 

Suggested Changes, Deletions and Additions to 
the National Cybersecurity Act 

Section 67: In case there is a Cyber Threat at a crisis 
level, it shall be in the duty and power of the National 
Security Council in Maintaining Cybersecurity under 
the laws on National Security Council and other 
relevant laws. 

Section 67: In case there is a Cyber Threat at a crisis 
level, it shall be in the duty and power of the National 
Security Council in Maintaining Cybersecurity under 
the laws on National Security Council and other 
relevant laws, without compelling the violation of 
individual rights and the sharing of personal data. 

 

Section 68: In case it is urgent and necessary and the 
Cyber Threat is at a crisis level, the Committee may 
assign to the Secretary-General the power to act, only 
to the extent it is necessary to prevent and remedy the 
damages in advance, and the motion to the Court is 
not required to be submitted. However, after such 
operations, the details of the operations shall be 
notified to the Competent Court without delay.  
 
In a critical or crisis case, for the benefit of preventing, 
assessing, coping with, suppressing, suspending, and 
mitigating the risks from the Cyber Threat, the 
Secretary-General, upon the approval of the 
Committee or CRC, shall have the power to request 
real-time information from a person related to the 
Cyber Threat. Such person shall cooperate with and 
facilitate the Committee or the CRC without delay. 

 

Section 68: In case it is urgent and necessary and the 
Cyber Threat is at a crisis level, the Committee may 
assign to the Secretary-General the power to act 
requirement to seek court permission to identify crisis 
cybersecurity threats supported by evidence to 
believe that there may be a risk of serious harm and 
only to the extent it is necessary to prevent and 
remedy the damages in advance, and the motion to 
the Court is not required to be submitted.  
An independent, impartial and competent judicial 
authority such as a special court established under this 
Act or through an ombudsperson or a multi-
stakeholder tripartite agency, will determine the 
appropriateness of action taken to be necessary and 
proportionate to protect a legitimate aim, its extent, 
the resulting damages, and the reimbursement 
provided. This information must also be made 
available to the general public. However, after such 
operations, the details of the operations shall be 
notified to the Competent Court without delay.  
 
In a critical or crisis case, for the benefit of preventing, 
assessing, coping with addressing, suppressing, 
suspending, and mitigating the risks from the Cyber 
Threat, the Secretary-General, upon the approval of 
the Committee or CRC, shall have the power to 
request real-time information from a person related to 
the Cyber Threat, as necessary, proportionate and to 
the extent required to address the threat. Such person 
shall cooperate with and facilitate the Committee or 
the CRC without delay. 
 

Section 69: A person receiving an order related to 
coping with a Cyber Threat may only appeal such order 
for Cyber Threats at a non-critical level.   

Section 69: A person receiving an order related to 
coping with addressing a Cyber Threat may only 
appeal such order for Cyber Threats at a non-critical 
level and a crisis level, before a court or other 
grievance redressal mechanisms prior to the 
resolution of the threat. In the case of a critical or 
crisis-level threats, individuals may appeal the 
situation once the threat has been addressed before 
an independent, impartial and competent judicial 
authority such as a specialized court established under 
this Act or through an ombudsperson. 
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5.6.1. Context 
 

  

 

 

Government authorities and their representatives under the National Cybersecurity Act have remedies 

against public sector and private sector organizations, as well as against individuals responsible for the 

violation of this Act by compelling them to give information, by impounding computers, and by 

criminalization which could lead to fines and imprisonment, according to Sections 72, 73,74, 75, and 76 of 

the Act. However, the Act does not provide for any remedy against these authorities that can violate rights 

of organizations and individuals, when unchecked allowing for lack of accountability and complete 

impunity.  

 

a. Failure to provide effective remedy 
 

This Act fails to provide effective remedy in two types of cases. These are:  

 

1. Remedy against officers and individuals for violation of this Act: In this situation, wherein officers 

and individuals are responsible for negligently, unlawfully or otherwise revealing information 

gathered respectively under Sections 70, 71 and 72 of the Act. Here those affected do not have the 

opportunity to seek redress against the fixed criminal penalty and fine at all, least of all through an 

accessible and effective grievance redressal mechanism in order to seek fair treatment and just 

compensation, based on the amount of damage caused and to avoid recurrence.  

 

2. Remedy for individuals and organization of CII that are facing penalty due to violation or failure to 

comply with the Act: Under Sections 73, 74, 75 and 76; individuals and organization of CII that fails to 

report a threat, fails to comply with a summoning letter, or violates or fails to comply with an order of 

the CRC on responses to critical level threats under Sections 65 and 66 face criminal sentences as well 

as fines under this Act. The only protection against such strict charges is if the individuals or 

organization of CII can provide ‘reasonable cause’. However, this has not been defined in the Act which 

leaves another aspect to the discretion of implementing authorities under the Act. For the provision 
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of an appropriate remedy, it must consider reasonable information that is ‘sufficient to establish 

inability to carry out an action.’ Moreover, reasonable time and opportunity must be given to clarify 

reasons especially if failure to comply is unintentional or connected with technical limitations. 
 

b. Stopping access to remedy 
 

As explained under Challenge 5, access to remedy in the form of appeal is specifically prohibited in the 

case of critical level and crisis level cybersecurity threats, according to Section 69 of the Act. Since the 

decision on whether a cybersecurity threat is at crisis-level is only up to government authorities, so not 

allowing for a remedy against the decision identifying the threat would be doubly unfair. In this case, such 

a decision should be reached following the input of an independent, impartial and competent authority 

or through the support of an ombudsperson. This situation may also be monitored by a multi-stakeholder 

agency solely fulfilling this role. 

 

c. Further violation of rights, while barring access to remedy  
 

This Act fails to provide remedy, bars or stops those affected from accessing remedy while also violating 

individual rights further.  

 

This violation of rights exists with respect to two provisions of the Act:  

 

1. Section 70, which prohibits the disclosure or sending of computer data, computer traffic data or 

other data related to the users that is required to assess a cybersecurity threat. In this case, it fails 

to provides instructions on how the information must be handled to safeguard it appropriate and 

effectively. Neither does it require to notify users of their information being accessed and retained by 

the authorities.  

 

Furthermore, it does not allow for any penalty, if this information will benefit a lawsuit against a 

person who violates not just the National Cybersecurity Act but also other Acts. This could allow for 

the misuse of this power to collect information, which could subsequently be wrongly used to charge 

individuals for other crimes such as libel, defamation, slander to benefit the government authorities. 

Penalties do not apply even where this would benefit a case on misuse of power by authorities. This 

could also lead to misuse of the information gathered and retained for the purpose of charging an 

official. Thus, protection must be guaranteed by strictly limiting the damage to an individual or entity, 

who could be impacted by the misuse of the information accessed and gathered.  

 

2. Section 77, which holds directors or manager or any person responsible for acts or omissions 

resulting from their orders that has resulted in an offense by a juristic person. This penalty is unfair 

to private individuals are held responsible for Acts that could be committed by an organization, even 

if their order could result in a violation further down the command chain. Moreover, there is no 

opportunity provided to these individuals to explain the situation or to seek remedy where 

appropriate and necessary. This provision must be struck down in its entirety. 
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5.6.2. Recommended Amendments  
 

Original Text 

(in sequential order) 

Suggested Changes, Deletions and Additions to 
the National Cybersecurity Act 

 

Section 70: The officers under this Act shall not 
disclose or send computer data, computer traffic 
data, other data related to the computer system, or 
data of the users obtained from this Act to any 
person. Any officer violating shall be subject to 
imprisonment not exceeding three years, a fine not 
exceeding Baht sixty thousand, or both.  

 

Paragraph one shall not apply to act for the benefit 
of litigation against an offender under this Act or an 
offender under other laws or for the benefit of the 
litigation against the officer related to the exercising 
of unlawful authority.  

 

Section 70: The officers under this Act shall not 
disclose or send computer data, computer traffic data, 
other data related to the computer system, or data of 
the users obtained from this Act to any person, as well 
as in the case of privileged information or that which 
would be inconsistent with protecting intellectual 
property rights or trade secrets. In this respect, 
restrictions shall be placed on the handling of such 
information to appropriate and effectively safeguard 
it, and should be accompanied by notifications to third 
parties and individuals that will be affected. Any 
officer violating shall be subject to imprisonment not 
exceeding three years, a fine not exceeding Baht sixty 
thousand, or both. 

 

Paragraph one shall not apply to act for the benefit of 
litigation against an offender under this Act or an 
offender under other laws or for the benefit of the 
litigation against the officer related to the exercising of 
unlawful authority. However, even in such a case 
effort must be made to limit the damage to an 
individual or entity that could be negatively impacted 
by such an action. 

 

Section 71: Any officer under this Act negligently 
causing other persons to know computer data, 
computer traffic data, data of the users, or other 
data related to the computer system obtained from 
this Act, shall be subject to imprisonment not 
exceeding one year, a fine not exceeding Baht 
twenty thousand, or both. 

Section 71: Any officer under this Act negligently 
causing other persons to know computer data, 
computer traffic data, data of the users, or other data 
related to the computer system obtained from this 
Act, shall be subject to imprisonment not exceeding 
one year, a fine not exceeding Baht twenty thousand, 
or both. Additionally, those affected may seek redress 
against such officials through an accessible and 
effective grievance redressal mechanism in order to 
seek fair treatment and just compensation based on 
the amount of damage caused, and in order to avoid 
its recurrence. 

 

Section 72: Any person who knows computer data, 
computer traffic data, data of the users, or data 
related to the computer system that the officer has 
obtained from this Act and unlawfully discloses such 
data to any person shall be subject to imprisonment 
not exceeding two years, a fine not exceeding Baht 
forty thousand, or both. 

Section 72: Any person who knows computer data, 
computer traffic data, data of the users, or data 
related to the computer system that the officer has 
obtained from this Act and unlawfully discloses such 
data to any person shall be subject to imprisonment 
not exceeding two years, a fine not exceeding Baht 
forty thousand, or both. Those affected may seek 
redress against such individuals through any accessible 
and effective grievance redressal mechanism in order 
to seek fair treatment and just compensation based on 
the amount of damage caused, and in order to avoid 
its recurrence. 
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Section 73: Any Organization of Critical Information 
Infrastructure not reporting a Cyber Threat incident 
in accordance with section 57 without reasonable 
cause shall be subject to a fine not exceeding Baht 
two hundred thousand. 

Section 73: Any Organization of Critical Information 
Infrastructure not reporting a Cyber Threat incident in 
accordance with section 57 without reasonable cause 
that is sufficient to establish their inability to report, 
shall be subject to a fine not exceeding Baht two 
hundred thousand. Reasonable time and opportunity 
must be provided to clarify reasons for failure to 
report cybersecurity threats, which is essential 
particularly when failure to comply is unintentional or 
linked to technical constraints. 

 

Section 74: Any person not complying with the 
summoning letter of the Competent Officials, or not 
sending information to the Competent Official in 
accordance with section 62 (1) or (2) without a 
reasonable cause, as the case may be, shall be 
subject to a fine not exceeding Baht one hundred 
thousand.   

Section 74: Any person not complying with the 
summoning letter of the Competent Officials, or not 
sending information to the Competent Official in 
accordance with section 62 (1) or (2) without a 
reasonable cause that is sufficient to establish their 
inability to comply with summons or failure to send 
information, as the case may be, shall be subject to a 
fine not exceeding Baht one hundred thousand.   

 

Individuals who fail to submit a report as requested by 
officials under Section 62 (1) or (2), without any 
justified reasoning that is sufficient to establish their 
inability to report, may be subject to a fine of less than 
100,000 Thai baht. Reasonable time and opportunity 
must be provided to clarify reasons for failure to 
report cybersecurity threats, which is essential 
particularly when failure to comply is unintentional or 
linked to technical constraints. 

 

Section 75: Any person violating or not complying 
with an order of the CRC in accordance with section 
65 (1) (2) without a reasonable cause shall be 
subject to a fine not exceeding Baht three hundred 
thousand and a daily fine not exceeding Baht ten 
thousand from the date on which the CRC issues the 
orders until compliance.  

 

Any person violating or not complying with the order 
of the CRC in accordance with section 65 (3) and (4) 
or not complying with the court order in accordance 
with section 65 (5) shall be subject to imprisonment 
not exceeding one year, a fine not exceeding Baht 
twenty thousand, or both.  

 

 

Section 75: Any person violating or not complying with 
an order of the CRC in accordance with section 65 (1) 
(2) without a reasonable cause that is sufficient to 
establish their inability to comply with the order or 
reasons for its violation shall be subject to a fine not 
exceeding Baht three hundred thousand and a daily 
fine not exceeding Baht ten thousand from the date 
on which the CRC issues the orders until compliance. 

 

Any person violating or not complying with the order 
of the CRC in accordance with section 65 (3) and (4) or 
not complying with the court order in accordance with 
section 65 (5) shall be subject to imprisonment not 
exceeding one year, a fine not exceeding Baht twenty 
thousand, or both. 

 

Reasonable time and opportunity must be provided to 
clarify reasons for failure to report cybersecurity 
threats, which is essential particularly when failure to 
comply is unintentional or linked to technical 
constraints. 

 

Section 76: Any person disrupting or not complying 
with an orders of the CRC or the Competent Official 
performing its duty in accordance with the CRC's 
order in accordance with section 66 (1), or not 

Section 76: Any person disrupting or not complying 
with an orders of the CRC or the Competent Official 
performing its duty in accordance with the CRC's order 
in accordance with section 66 (1), or not complying 
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complying with the Court order in accordance with 
section 66 (2), (3), or (4), without a reasonable cause 
shall be subject to imprisonment not exceeding 
three years, a fine not exceeding Baht sixty 
thousand, or both.  

with the Court order in accordance with section 66 (2), 
(3), or (4), without a reasonable cause that is sufficient 
to establish their inability to comply with the order or 
reasons for their disruption, shall be subject to 
imprisonment not exceeding three years, a fine not 
exceeding Baht sixty thousand, or both. Reasonable 
time and opportunity must be provided to clarify 
reasons for failure to report cybersecurity threats, 
which is essential particularly when failure to comply 
is unintentional or linked to technical constraints. 

 

Section 77: In case the person committing an offense 
under this Act is a juristic person, if such offense is a 
result of the order or the act of a director or a 
manager or any person responsible for the operation 
of such juristic person or in case such person has the 
duty to order or act and omit to order or act, causing 
the juristic person to commit an offense, such 
person shall be liable for the penalties prescribed for 
such offense. 

Section 77: In case the person committing an offense 
under this Act is a juristic person, if such offense is a 
result of the order or the act of a director or a 
manager or any person responsible for the operation 
of such juristic person or in case such person has the 
duty to order or act and omit to order or act, causing 
the juristic person to commit an offense, such person 
shall be liable the juristic person shall be liable for the 
penalties prescribed for such offense. 
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This Study and its conclusive recommendations are intended to serve as a guidance for the government 

as well as Members of Parliament to use while moving forward and taking next steps on the National 

Cybersecurity Act. Therefore, towards creating a human centered digital ecosystem in Thailand and a 

National Cybersecurity Act that place individuals and their rights at the center, the following actions are 

proposed for each of the stakeholders that are involved in the processes and impacted by the content of 

this legislation.  

 

 

 
 

6.1. Recommendations to the Government 
 

(1) Review the content of the Act in accordance with this Study, to address all shortcomings including 

provisions that are broad, that violate human rights, that provide unchecked power, and that fail to 

acknowledge accountability and transparency in line with international human rights standards such 

as the Universal Declaration of Human Rights (UDHR) and the International Covenant on Civil and 

Political Rights (ICCPR). 

(2) Draft an implementation document to support the study by clarifying the scope of the Act and 

preventing uncertainty in implementation, including with a clear explanation of terms such as national 

security, martial security, economic security, public order with the provision of examples to explain its 

limits, bsed on principles of necessity and proportionality. In this, human security must be placed at 

the center of cybersecurity responses with particular attention being given to security concerns of 

individuals and their human rights concerns.  

(3) Ensure all bodies, authorities and agencies assigned official duties under the Act work in coordination, 

and only carry out those functions that they are assigned with no actions taken that prove to be a 

conflict of interest. 
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(4) Provide training to competent officials and authorities under the Act that would assist in its 

implementation and regulation to provide an understanding of all aspects of the Act, cybersecurity 

and digital rights using examples of its application, and insight into global good practices.  

(5) Avoid taking any steps that place an extra burden on ICT organizations or that pressure the private 

sector to take steps themselves that unnecessarily or disproportionately interfere with the rights of 

individuals, whether through laws, policies, or extra-legal means. 

(6) Show consideration for the responsibility of service providers to respect the rights of individuals to 

online freedom and data privacy, by defining categories of information which are exempted from 

disclosure to which the confidentiality clause would apply.  This can also be achieved by formalizing 

commitments to the responsibility to respect rights by the ICT sector, through national action plans 

that specifically address their policies and initiatives, in line with the UN Guiding Principles on Business 

and Human Rights (UNGPs). 

(7) Take all steps in a collaborative and inclusive manner, with contributions of all stakeholders for a fair 

and competent decision making as well as an efficient and effective implementation process. 

(8) Set up accessible and appropriate mechanisms, judicial and non-judicial; provide, among the 

remedies, fair treatment, just compensation or satisfaction, and the establishment of sufficient 

grounds to avoid its recurrence. Regular review of the mechanisms must be carried out. 

 

 

6.2. Recommendations to Members of Parliament (MP) 
 

(1) Propose amendments to the National Cybersecurity Act before the National Legislative Assembly 

(NLA) in accordance with this Study, to address all shortcomings in line with international human rights 

standards such as the Universal Declaration of Human Rights (UDHR) and the International Covenant 

on Civil and Political Rights (ICCPR); and gather consensus among other MPs to ensure these 

amendments are adopted into the text of the Act. 

(2) Hold the government accountable by ensuring that the steps taken by government bodies and 

agencies under the Act are evaluated and analyzed on an individual as well as regular basis, applied 

only in cases where there is a risk of serious harm and cover both the enterprises in the public and 

private sector without discrimination; particularly when such a step could result in the violation of 

rights of individuals affected. 

(3) Build discussion and debate around cybersecurity, digital rights and protections with specific attention 

paid to the country context as well as good practices adopted regionally and internationally, with the 

general public actively involved in providing the grassroots perspective. 

 

 

6.3. Recommendations to Businesses 
 

(1) Provide training to all stakeholders including implementing authorities, civil society and affected 

communities on the technical aspects of cybersecurity, and the technical steps to be taken in terms 

of prevention of cybersecurity threats and during the implementation of the Cybersecurity Act to 

ensure that all responses are in line with international human rights standards. 

(2) Undertake studies and regular assessments that provide clear indicators of cyberattacks and 

cybersecurity threats, which must be identified and evaluated on a regular basis, in order to 

efficiently deal with the evolving nature of attacks and technological developments as well as to 

limit the damage cause by cybersecurity attacks and the steps taken to address them. 

(3) Ensure the companies’ terms of service and policies are uniform and comply with international 

standards on freedom of expression and protection of data privacy, which are reviewed regularly to 
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ensure all circumstances and situations that may arise have been addressed, while also addressing 

new legal, technological and societal developments, in line with the obligation to respect human 

rights under the UN Guiding Principles on Business and Human Rights (UNGPs). 

(4) Create a landing page that clearly explains in a simplified form, the rules, regulations and practices 

with respect to content restrictions, access to user data and other steps taken that could violate the 

rights of individuals to online freedom, privacy and guarantees of data protection.  

(5) Ensure that any requests, orders and commands to take down digital content or access information 

must be based on validly enacted law, subject to external and independent oversight, and 

demonstrates a necessary as well as proportionate means to achieve one or more aims. 

(6) Include notifications to third parties or private individuals, who may be affected by requests for 

information. 

(7) Provide users with an opportunity to challenge decisions, particularly on the take down of or access 

to their information when unlawful under national or international law; or if the restrictions are 

unfair and unduly restrictive.  

(8) Seek to prevent or mitigate the adverse impacts of the private sector’s involvement, to the 

maximum extent allowed by law, by taking all necessary and lawful measures to ensure that they 

do not cause, contribute or become complicit in rights abuses.  

(9) Devise mitigation plans to reduce or redress harm in cases, where failure to comply with requests 

by the government may result in retaliation. 

(10) Cease lobbying activities and affiliations that may be at odds with company policies that respect 

rights. 

(11) Increase engagement on public policy in support of human rights and digital rights. 

(12) Design and implement corporate accountability measures and ensure meaningful input from 

stakeholders such as those utilizing these measures and the technical community. 

(13) Provide company level remedies and grievance redressal mechanisms both physical and virtual, to 

victims affected by adverse impacts of cybersecurity responses that violate their privacy. 

 

 

6.4. Recommendations to Civil Society Organizations 
 

(1) Set up an independent multi-stakeholder body with the cooperation of various sectors to monitor 

the implementation of the Act, and to provide recommendations including with a view to adopting 

approaches that cause the least amount of harm to infrastructure and the individual. 

(2) Support the independent evaluation and analysis of substantive aspects, including the use of the 

principles of necessity and proportionality through established global standards, and the impact of 

responses on society and economy. 

(3) Contribute to the perspective on the Act, to balance the viewpoints of the largely military and 

defense centered perspectives shared, through the addition of a rights consideration, the interests 

of civil society and marginalized communities, the local context and the application of legislations 

therein. 

(4) Hold implementing authorities and officials liable for the misuse of their powers or information 

obtained, while carrying out their duties under the Act. 
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